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MemorySize Int

7127 1024
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Timeout Second

7122k 150
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Capabilities

The following resource(s) require capabilities: [AWS::IAM::Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account. Check that
you want to create each of these resources and that they have the minimum required permissions. Learn more [

I acknowledge that AWS CloudFormation might create |IAM resources.

Cancel | Create change set ‘

. AKX ot MMOo| @ WhaTap Forwarder &X| B0|A] @ AWS Regions ME{SIA|R.
. (@ WhaTap Forwarder &*| H[0|X| HHEE MEHSH CloudFormation &% H[O|X|Z 0| S5tM|R.
[ R |

1

2 ol

3. CloudFormation &% HO|X|0f|A HX| FMS X[HSHAM|R. 7|2 T2t0|H= LA USL|C
4

. SICHollA (@ £9Q1 {3 = (5 Create stack HES MEHSIN|R. AX|o| 2F 280]| AQEIL|CE
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CloudFormation » Stacks »
aws-log-demo-whatapforwarder

CloudFormation X

Stacks

Stack details [ Stacks (11)

Drifts ‘ Q Filter by stack name
StackSets
Eaprts © view reses

1
Designer
Stacks
. aws-log-demo-whatapforwarder
¥ Registry

(+] 2023-03-14 15:24:36 UTC+0900

Public extensions
(@ CREATE_IN_PROGRESS

Activated extensions

Publisher whatapforwarder

@) 2023-03-14 12:26:45 UTC+0900
@ CREATE_COMPLETE

whatapforwarder-2023-03-13-

o hwanseok-4
Feedback 2023-03-13 21:01:39 UTC+0300
@ CREATE_COMPLETE
whatapforwarder-2023-03-13-
hwanseok-3
(@]

2023-03-13 17:43:11 UTC+0900

Resources (6)

‘ Q. Search resources

Logical ID

CopyZipsFunction

CopyZipsFunctionRole

LambdaExecutionRole

LambdaZipsBucket

WhaTapAWSLOG

Lambda > Functions > aws-log-demo-whatapforwarder-WhaTapAWSLOG-8NoTuBaHLNGY

A

Physical ID v | Type v |

aws-log-demo-
whatapforwarder-
CopyZipsFunction-
ZavaxqPzqTY4 [4

AWS::Lambda::Function

aws-log-demo-
whatapforwarder-

i ) AWS:IAM::Role
CopyZipsFunctionRole-
1SXNSWX2YOUUB [4
aws-log-demo-
whatapforwarder-
AWS::IAM::Role

LambdaExecutionRole-
52BCQ6C3FVEI [4

aws-log-demo-
whatapforwarder-
lambdazipsbucket-
Tuy2t9ytmblwO0 [4

AWS::53::Bucket

aws-log-demo-
whatapforwarder-
WhaTapAWSLOG-
8NoTuBaHLNGY [4

AWS::Lambda::Function

1c]
1 &

Status

© CREATE_COMEF
@ CREATE_COMF
© CREATE_COMF

(© CREATE_COMF

(@ CREATE_IN_PF
s

aws-log-demo-whatapforwarder-WhaTapAWSLOG-8NoTuBaHLNGY | mhotte || & copyarn || Actions v
@ This function belongs to an application. Click here to manage it. X
¥ Function overview info

aws-log-demo- Related functio‘ns: Description
x whatapforwarder- { Select a function v B
WhaTapAWSLOG-
8NoTuBaHLNGY Last modified
6 seconds ago
% Layers (0) 3
Function ARN
—— - - W q— -
b e
Application

aws-log-demo-whatapforwarder

Function URL Info
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Logical ID7} WhaTapAWSLOGZ X|HEl X+212Q| (2 Pyhsical IDE ME{sf WhaTap Forwarder2| AN 2tfHOZ
O|=oIM|R.

AN| 3}H 29| Description EH0A @ Function ARN(WhaTap Forwarder ARN)S 2tolgt & QI&L|CE

ChE BHAIE fIoi SASHAIR.
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User {user name} is not authorized to perform

. g A

[o}

[o}

CloudFormation M%|E st &*4
AWS Log ZEE 7HM 27| 2lot HH
AWS LogE Mddtn Hast #Hot2

=]
AWS Log0il PolicyE 457 2|t F™

AWS Log Required roles

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:GetRolePolicy",
"iam:CreateRole",

12
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"iam:PutRolePolicy",
"iam:PassRole",
"iam:AttachRolePolicy",
"cloudformation:ListStacks",
"cloudformation:DescribeStackResource",
"cloudformation:GetTemplateSummary",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:CreateStack",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:CreateFunction",
"lambda:InvokeFunction",
"lambda:GetFunction”,
"lambda:AddPermission",
"s3:CreateBucket",
"s3:GetObject"

1

"Resource": "*"

AWS IAM Z ™ 31 gt JHd

WhaTap Forwarder7t At&Xte| AWS &t& At EOE ©
Forwarder 2E& IAM HX1t [AM G2 H4%t Xo| gictH A MMstAIR.

>
=<
0z
12
0E
0x

518 IR E X|IYYLICt 2 o0 HE EX| > ZX| Ly MMl AWS IAM FH A S HZol TIASHMIR.
OH AHO| YHHO = O|R0X[X| t&LICE
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AWS 1AM T3] 4d
M| HMZ AH2H WhaTap A XI2HH0H| M AWS Resource

1. AWS Management Consoledfl 232! & |IAM 28 L

2. 240| EH B0 A FHS M S HH WU HES 82

"Version": "2012-10-17",

“Statement": [
{
"Sid": "VisualEditore",
"Effect": “Allow",
[

"s3:Listx",

"Action":

"s3:PutBucketNotification",
"s3:GetBucketNotification",
"logs:PutSubscriptionFilter
"logs:DescribeLogGroups",
"lambda:ListFunctions",
"logs:DescribeSubscriptionF
"s3:GetBucketNotification"
1,

"Resource":

Review policy
3

Create policy

EXI5H7]

o -

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON

1
qn

1
2 "Version": "2012-10-17",

- "Statement": [

Name* AWS-LOG-DEMO-Policy

Use alphanumeric and '+=,.@-_' characters.

Description = AWS-LOG-DEMO-Policy DESC

"Sid": "VisualEditore@",

"Effect": "Allow",

"Action": [
"s3:List*",
"s3:PutBucketNotification",
"s3:GetBucketNotification",
"logs:PutSubscriptionFilter",
"logs:DescribelLogGroups”,
"lambda:ListFunctions",
"logs:DescribeSubscriptionFilters",
"s3:GetBucketNotification"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "lambda:UpdateFunctionCode",
"Resource": "*",

"Condition": {

TR I D, PP RN S TR

Maximum 128 characters.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Resource

Allow (2 of 369 services) Show remaining 367

Summary
Q Filter
Service
CloudWatch Logs
S3
Tags
Key

* Required

Full: List Limited: Write

Limited: List, Write

All resources

All resources

a Value

No tags associated with the resource.

1. AWS Management Console0] 21921 £ |AM 2£& oM.
2. 1AM 2£0|M Policy &g MEHSINR.

14
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Request condition

None

None

a

Previous
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3. Create Policy HES MEiSt D CHE Q| HMES =AY 10 JSON &ofl 20447| StMl Q.

IAM policy

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": [
"s3:List*",
"s3:PutBucketNotification",
"s3:GetBucketNotification",
"logs:PutSubscriptionFilter",
"logs:DescribeLogGroups",
"lambda:ListFunctions",
"logs:DescribeSubscriptionFilters",
"s3:GetBucketNotification"
1

"Resource"; "*"

"Effect": "Allow",
"Action": "lambda:UpdateFunctionCode",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": "WhaTapForwarder"

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::.whatapforwarder",
"arn:aws:s3::whatapforwarder/whatap.zip"
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6. OITtO| @ Create Policy HES MEHSHA|R.

@ 1AM =M LY At

S 1AM FHof|i= ChEat 22 Heto| XIFE o AELICH

« S3HZl0| RLENE B A| EX| FS Het

CloudWatch Log 75 HE &gt

=
CloudWatch Log 28 =3

2}

-
ot

AM 2 Wy

dde }%Oﬂ EH°* TS o AWS Aol 31%%% X|gstn 2Hof ddst IAM HMS oiEStL(Ch ol 00| HE 2K > ZX|

1. AWS Management Consoledi| 2391 = |AM 2£& 04 8.

A EFAHX 01 l 2 AMEHSE S l EQAE"‘-I
2. 2& EMMEO|AM Roles2 MEHSH = (1 Create role HES MEHSIA|Q.
Identity and Access x © New! Securely access AWS services from your data center with IAM Roles Anywhere. Learn more
Management (IAM)
© Role deleted AWS-LOG-DEMO-Role.
Q Search IAM IAM > Roles
Dashboard 1
Roles (36) into 2 | Dpelete
¥ Access management AN 1AM role is an identity you c credentials that are valid for S
short durations. Roles can
User groups
users Q search <1 2> @
Roles
N Role name ¥ Trusted entities Last activity v
olicies
Idaptity providers Account: 679657981738
Account settings
aws-controltower-ConfigRecorderRole AWS Service: config

3. Select type of trusted entity®llA @) AWS accountE ME§St 380 Account IDOf| 2 A (911937781722)S
UHSINIR.

16



4.
5.

8.

9.

IAM > Roles » Create role

o Select trusted entit
) Info
Select trusted entity y
Trusted entity type
Step 2
2
AWS service © AWS account Web identity
Allow AWS services like EC2, Allow entities in other AWS Allows users federated by the
Step3 Lambda, or others to perform accounts belonging to you or a specified external web identity
actions in this account 3rd party to perform actions in provider to assume this role to
this account perform actions in this account.
SAML 2.0 federation Custom trust policy
Allow users federated with Create a custom trust policy to
SAML 2.0 from a corporate enable others to perform actions
directory to perform actions in in this account

this account.

An AWS account

Allow entities in other AWS accounts belonging to you or a 3rd party to perform actions in this account.

This account (895854029550)

© Another AWS account
Account ID
Identifier of the account that can use this role

911937781724 ]

Account ID is a 12-digit number.

SHERS| Next HES MEHSIM K.

7| E CHAOIM ATt @) |AM B S MEISHA R,

Step 2
Add permissions Permissions policies (Selected 1/829) nfo o Create policy 7'
Choose one or more policies to attach to your new role.
StepS Q Filter policies by property or policy name and press enter. <1 2 3 45 6 7 .45 &
(-] Policy name (7! v Type ¥ Description
4 B
1 (/8 AWS-LOG-DEMO-Policy Customer mana... AWS-LOG-DEMO-Policy DESC

e ) Name, review, and create
Select trusted entity
Step 2 Role details
Add permissions

5

Role name

Step3 Enter a meaningful name to identify this role.
Name, review, and create AWS-LOG-DEMO-Role

Maximum 64 characters. Use alphanumeric and "+=,.@-_' characters.

Description
Add a short explanation for this role.

AWS-LOG-DEMO-Role DESC|

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Create Role2 HEZ MEISHA| Q.

HE BolM MHE 6 IAM Role ARNEZ &g = UELICE

17
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Identity and Access x IAM > Roles > AWS-LOG-DEMO-Role
Management (I1AM)
Delete
AWS-LOG-DEMO-Role
AWS-LOG-DEMO-Role DESC
Q Search IAM
Summary Edit
Dashboard
@ ARN Copied
¥ Access management Creation date Link to switch roles in console
User groups March 14, 2023, 15:37 (UTC+09:00) 64 @ aws.amazon,
MC LOG-DEMO-
Users 9550
Roles
Last activity Maximum session duration
Policies
None 1 hour

Identity providers

10. LGS ©HAIE I8 IAM Role ARNE SAISHA|R.

AWS Log 7=

(O CloudWatch Log®t S30i| Ef == Archive LogE 758 4 U&LICH

AWS CloudWatch Log Z=2| & 115

2t O[0|ME HX| > &X| oLl MM AWS Resource Log &3] & 715 R0l 4EHe| AWS CloudWatch Log GroupS MEH3]
TSN 2.

18
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© WhaTap Forwarder %]

© AwsIaM HY Mo

O AwsiAm 8 4a

© AWS Resource Log X3 X 75

O =uE Az

2] et

© M2 7| el

o WhaTap Forwarder &%]|

e AWS Resource Log 3| % 15

O =UE M|

AWS CloudWatch Log Group AWS S3 Bucket

AWS CloudWatch Log Group X2| ¥ 15

x5

A 22

1. AWS CloudWatch Log GroupS Z&|6t7| I8t 0|7 ThA0)| M M43t AWS Log?} 4 AIEl Region, IAM Role ARNS Y3 % =8| HES 22/gLct

AWS Region * 1| OLAIO} (M B) (ap-northeast-2) v |
& W
| J

AWS Role ARN -

aELA e Alni il

AWS CloudWatch Log Group AWS S3 Bucket

AWS CloudWatch Log Group 3| % 115

1. AWS CloudWatch Log GroupE Z2|5}7| /sl 07 THA|of|l A 445t AWS Log?} A %] €l Region, IAM Role ARNS

AWS Region * OfA|Of EHE (A &) (ap-northeast-2)

AWS Role ARN *

2. AWS Log0i| 7155t21%} 5= AWS Cloudwatch Log Group® &3t 5| SE HEZ 22|BLICL

AWS CloudWatch Log Group *

‘ /aws/lambda/aws-log-demo-lambda-function x

Z3] 9 5 Hf Al

< o

. AWS LogZt MX|El @@ AWS Regiong MEHSHM|R.

1

2. 7|E CiAolM S
3. @ 22 HES Meis
4, zelT R E @ 7
5. ® S5 HES M

O =3 W 7= Anj Al
« 1AM Role Policyo| izl E#H0| Q{=X| ZtolsIM|Q.
b

« |IAM Role M4 atHo[N ME[ H

WhaTap Forwarder ARNS S A £(2) AWS IAM Role ARNO| 2012 7| StM| K.

TET 2 A= AWS XHIE T3[sHMIR.
A

19
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AWS S3 Bucket 1%

Qe Of|0| M E M K| > AX| oLl MMO| AWS Resource Log &3] % 715 EHOJ|A AFEhe] AWS S3 Bucket2 MEHSH XIStsM| Q.

AX| ohf A 22|

o WM A 7| 2ol AWS CloudWatch Log Group ~ AWS S3 Bucket
A x
o WhaTap Forwarder 2% AWS S3 Bucket X3 2 7E

© Awsiam T 4y
1. AWS S3 Bucket2 Z2|517| /8l 0|7 CHA|of| A 445t AWS Log?t %I €l Region, IAM Role ARNE &= X3| HES S2|#L(Ct

AWS 1AM & 44 79— 00— S
O sws - AWS Region * OFAIO} EHEISH(M ) (ap-northeast-2) v

o AWS Resource Log 3| ¥ 35 2
AWS Role ARN *

3

Ao e AkwH sl

© =uE A

x| et g 2ol

o MM A 7| Bl AWS CloudWatch Log Group ~ AWS S3 Bucket

o WhaTap Forwarder & %]
AWS S3 Bucket 3| U 15

Z

© Aws 1AM HH 44 N _ N
1. AWS S3 Bucket2 Z3|5}7| I3l 0|7 THA|0l| A A A3t AWS Log?t 4X| £l Region, IAM Role ARNS Y25 X3 HEEZ S2IhL|C}

CiSF AHA
O Aws iAM ST 4Y AWS Region * OFA|OF Ef B2 (A ) (ap-northeast-2) v

o AWS Resource Log =3 % 15
AWS Role ARN *

O =uE M)

L

2. AWS Log0ll #5350 Xt 5= AWS S3 Bucket® Mei ¢t 7|, 0| F ch2i|oj A 44 4%t WhaTap Forwarder ARNE Y& = 715 HEE S2jgL|ct

AWS S3 Bucket * 4;
. ,
Z3| 9 S A Al

— og >
1. AWS Log7Zt Ax|El @ AWS Regiong MEHSHAIS.
2. 7|Z Aol M 2 =3t WhaTap Forwarder ARNS ZAF = @ AWS IAM Role ARNO| 2044 7| tAlL.
3. @ xo| BES Mesy TR 4 A= AWS RS E3|SHHIS.
4. EIE XY S @ NEY CHAS MEHSHMR
5. 5 SEHES UHSIHR
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WhaTap Forwarder0f VPC &H35}7|

WhaTap Forwarder0] VPC 4H5}7]

O 2 2ME& VPC &HolM WhaTap ForwarderE AtE3t7| 9|3t 37t MF S ohfgtLICt. HX WhaTap Forwarders
AXISHMR. XtMSE 182 CIE EME HESHAIR.

WhaTap Forwarder= AWS Cloudwatch LogGroup=t S30f| 401 AWS LogE & &LICt AX[= AWS Lambda Function@ 2
TIgBtL|Ct. AWS Lambdas 7|2% 92 VPC(Virtual Private Cloud)0ll A AIZHE|X| QE&LICEH SEX|2H CHS 1 22 71 HES
£ WhaTap ForwarderE VPC 2tZ0{| A A|ZHE 4= QI&LICE

Lambda &3 Aot £H

1. AWS Lambda Function 2%0{AX] WhaTap ForwarderE ME{SHA| Q.

2. Configuration 2| Permissions M0l A Execution roleg &0l & MEHsH AWS IAM 242 0| S5HM|R.

Lambda > Functions > whatapforwarder-WhaTapAWSLOG-s3JEg0s91eE

whatapforwarder-WhaTapAWSLOG-s3JEgOs91eEx throle | [ copyarn | [ actions v |

+ Function overview it

Related functions:
whatapforwarder- ! —
WhaTapAWSLOG- Selecta functi
$3JEGOs91eEx
S o

whatapforwarder

Execution role

arder-LambdakxecutionRole-9F TCLGPSOUKT (2

3. 1AM 2% Permissions §2| Permissions policies M2 0| S5tM K.

4, MM Z=20|A forwarderpolicyES MEfc] MMM HZ| FHOZ 0|55 L.

22



WhaTap Forwarder0f VPC &H35}7|

IAM > Roles » whatapforwarder-LambdaExecutionRole-9F7CLGPSOUKT

whatapforwarder-LambdaExecutionRole-9F7CLGPSOUKT

Summary

Creation date
March 30, 2023, 19:20 (UTC+09:00)

Last activity
@ 17 minutes ago

Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (1) info

Policy name (&'

forwarderpolicy

5. JSON ®E M = O3 FHS SARH 20197 StMIR. slie YM2 ENIE 4, Eol, Arn[eLITt.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:CreateLogGroup",

"logs:CreateLogStream”,
"logs:PutLogEvents"

1
"Resource": "arn:aws:logs:{AWS REGION}:{AWS ACCOUNT ID}:log-group:/aws/lambda/*",

"Effect": "Allow"

"Action": [
"s3:Get*",

23



WhaTap Forwarder0f VPC &H35}7|

"s3:List*",
"s3-object-lambda:Get*",
"s3-object-lambda:List*"

1
"Resource": "*",
"Effect": "Allow"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface"

1

"Resource": "*",

"Effect": "Allow"

VPC 2%

1. AWS Lambda Function 2&0i|A WhaTap ForwarderS ME{5HA|R.
2. Configuration §2| VPC H|'F0lA Edit HES ME{sH VPC HE SHHOZ 0| S3HA| 2.
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WhaTap Forwarder0i| VPC dXst7|

Lambda » Functions > whatapforwarder-WhaTapAWSLOG-53)EgOs9TeEx

whatapforwarder-WhaTapAWSLOG-s3JEgOs91eEx hvettie | [ @ copyarn | [ actions v |

@ This function belongs to an application. Click here to manage it x

v Function overview infe

Related functions:

p . Description
WhaTapAWSLOG- Select a function R
$3JEgOs9TeEx
Last modified
= s © 18 minstes ag0

-whatapforwarder

Application

whatapforwarder

Function URL lafe

Code | Test | Moniter | Configuration | Aliases | Versions
General configuration VBC e -
Triggers
Permissions o VPE configuration

This function isn't connected toa VPC.

Destinations

Funetion URL

Environment variables

3. CFS2 &=l VPC2t Subnets % Security groups XI™ = Save HES MEis X &M R.
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WhaTap Forwarder0i| VPC dXst7|

Lambda )» Functions » whatapforwarder-WhaTapAWSLOG-s3JEgOs91eEx ) Edit VPC

Edit VPC

VPC

@ When you connect a function to a VPC in your account, it does not have access to the internet unless your
VPC provides access. To give your function access to the internet, route outbound traffic to a NAT gateway in
3 public subnet. Learn more [/}

VPC Info

Choase a VPC for your function to access.

I vpc-0ed6dS1b7b3c626¢f (10.13.0.0/186) v | | C |

Subnets
Select the VPC subnets for Lambda to use to set up your VPC configuration.

IChoosesubnets vl | C |

subnet-082fdbb00121ceb01 (10.13.128.0/20) ap-northeast-2a X

Name: ZEME subnet-private1-ap-northeast-2a

/A We recommend that you choose at least 2 subnets for Lambda to run your functions in high availability
mode.

Security groups
Choose the VPC security groups for Lambda to use to set up your VPC configuration. The table below shows the inbound and outbound
rules for the security groups that you choose.

Choose security groups v‘ | C |

sg-0fe342402ee7dce1f (default) X
default VPC security group

Inbound rules Outbound rules
< 1
Security group ID Protocol Ports Source
sg-Ofe342402ee7dce1f All All sg-0fe342402ee7dcelf
(D Subnets

« NAT Gateway?| Public IP2 IGWE Sdfi 2IE{ullof H&otMIR.

o IGWE Sdfl 2lE{ulof]l H&5t7| 2siAM= Public IP7t ZRELICH Lambda®l ENI= Public IPE 22g &
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WhaTap Forwarder0i| VPC dXst7|

O A&LICh
Private Subnet & QIE{4ll GatewayZ R80| HtZ 7tX| 9410 NAT Gateway= OIHIRE Ee{Z0]
2tREE = MELS Z2toFgfL|Ch

« Private Subnet %! Public Subnet2| WhaTap Forwarder

10.1.0.0/16 Local
0.0.0.0/0 16w
public
NAT Gateway's oW
Public IP @
= :
NAT Gateway WhaTc:p

B e [ oviwin | e
10.1.0.0/16 Local
Z) 0.0.0.0/0 16W
Forwarder m

LA oGl No Pulic IP @IGW I r
> e 1

0.0.0.0/0 NAT
WhaTap

Forwarder

private

@ Security groups

o OFRHI2ETH EERU= 22 OF0| ERELICh
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AWS X2 AtE|SH7

AWS Log Z2ME0|M ALESt= AWS XIS

« CloudFormation2 2 MA =l AWS X2l

+ CloudWatch LogGroupdi| =7}E Subscription filters

« S3 Bucket0fl 3=7}= Event Notifications

CloudFormation® =

5|

—

o

AMME|

AHISH| IS M = TS 37HX SRS XS 2F

[ ==

AWS X2l Atx|

Al
Al

AWS Xl AfH|st7|

H|stioF LICt.

whatapforwarder-delete-test

& X

‘ Delete H Update H Stack actions ¥ H Create stack ¥

CWPermission

LambdaExecutionRole

LambdaZipsBucket

S3Permission

WhaTapAWSLOG

WM4GRBZKOAIH [5

whatapforwarder-delete-test-
CWPermission-9FUUPC8HIPO1

whatapforwarder-delete-test-
LambdaExecutionRole-

1P5A0CSG1V06S [4

whatapforwarder-delete-test-

lambdazipsbucket-lorljfszgtep [4

whatapforwarder-delete-test-

S3Permission-2NXW11LNQBIK

whatapforwarder-delete-test-

WhaTapAWSLOG-nwKH2Tu1yEAQ

@

AWS::Lambda::Permission

AWS::1AM::Role

AWS::S3:Bucket

AWS::Lambda::Permission

AWS::Lambda::Function

@ CREATE_COMPLETE

@ CREATE_COMPLETE

(© CREATE_COMPLETE

@ CREATE_COMPLETE

© CREATE_COMPLETE

Stack info Events Resources Outputs Parameters Template Change sets
Resources (8)
Q, Search resources
Logical ID A \ Physical ID v \ Type v | Status Module
CopyZips 2023/03/08/SLATESTIco430ffZe Custom::CopyZips (© CREATE_COMPLETE
pyelp 9ec4dfe805177718ae55de5 H-opyElp -

whatapforwarder-delete-test-

CopyZipsFunction CopyZipsFunction-Ui8T7iacPNdO AWS::Lambda::Function (@) CREATE_COMPLETE -
£
whatapforwarder-delete-test-

CopyZipsFunctionRole CopyZipsFunctionRole- AWS::|AM:Role (®) CREATE_COMPLETE -
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1. AWS 220X CloudFormation2 MEISIN| Q.
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t21™ Delete HES MEHSIN|R.

AWS Xl AfH|st7|

CloudWatch LogGroup?| Subscription filters 4A|

CloudWatch Log groups Jaws[lambday/ Notificati
/aws/lambda/aws-controltower-NotificationForwarder

¥ Log group details

ARN Metric filters
arn:aws:logs:ap-northeast-2: g-group; 0
controltower-NotificationForwarder:* Subscription filters

1
Creation time Contributor Insights rules

2 months ago

Retention

2 weeks

Stored bytes

Log streams Metric itters (1 Subscription filters Contributor Insights Tags Data protection - new

Subscription filters (1)

We now support up to 2 subscription filters per log group.

Q Filter subscription filters

Filter name w | Filter pattern

2 whatap_forwarder_filter

. AWS 22&0|M CloudWatchZ MEHSIN Q.

. =% LogGroupg A&LICL

1

2

3. LogGroupQl @ Subscription filters ®2 MEHSIA|R.

4. (2 Subscription filters SE0A HFE LHHS MEHSHA|R.
5

. (3 Delete HES M3} AH|SHM .
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Actions ¥ || View in Logs Insights Search log group

Data protection - new
© Inactive

Sensitive data found - new

KMS key ID

3

o)

v Destination ARN v

029550:functi arder-...



AWS Xt A r|sh7|

S3 Bucket?| Event Notifications AHA|

Amazon S3 > Buckets » dev-group-02-vpc

dev-group-02-vpcC i

Objects Properties Permissions Metrics Management Access Points
Bucket overview
AWS Region Amazon Resource Name (ARN) Creation date
Asia Pacific (Seoul) ap-northeast-2 arn:aws:s3:zdev-group-02-vpe February 21, 2023, 11:27:13 (UTC+09:00)
2 Event notifications (1) | Edit | [ Delete Create event notification

Send a netification when specific events eccur in your bucket. Learn more [4

Name Event types Filters Destination type Destination
NWEONzg4ZDUtMzJjYSO00MjM5LTgwOTgtYjc2MjNhZTKk2NGYx All object create events - Lambda function whatapforwarder-delete-test-WhaTapAWSLOG-nwKH2Tu1yEAQ [4 |
Amazon EventBridge Edit

For additional ities, use Amazon idge to build t-di applications at scale using $3 event notifications. Learn more [4 or see EventBridge pricing [4

Send notifications to Amazon EventBridge for all events in this bucket
off

. AWS Z2&0]|M S3E MEISHAR.

F=3%t S3 BucketZ &&LIC

Buckets®| @ Properties Q2 0| 55tM| K.

Properties HollM H&El @ Event notifications LIES ME{SHMR.

. 3 Delete HES MESH AK[SIHMIR.

“u A W N R
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2087 Ol ATOIM 27 1A T 4% B2 MEf) 20 IS S2 % 28 £ UBLICL 21 1% TS GROKEH JSON
TS MBELICL 2BE 208 HYOR IHO| 2T UK|SH 7| HE 5 e FEELICL E 21 9|
200 9¥2 2R6| 3 8% U S 22 AML| 9I8 oIy &=

205 WEA Hot7| I3 SE5t= B ThMYLIL,.

v
L REY 20 Y 28 YABIAL 53

« GROK: 7|22 E7t B4 7|8t ohlof siERILICE ofjef 7|9 = 7|Ete| e S RIS e Ct.

« JSON: 23 & JSONS = £

rm
4
AI
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&
2
x
ne
I
=
0z
mjo
é
(1]
it
i
o

O oA 23 0|SE Al A4 758 key

category , oid , oname , okind , okineName , @txid , @login , httphost

@ mM SZ0| 2713t ojj2tof

CHS of|efofe] ZR MM E SESHEE A AT B K| Q& LT

timestamp , message , pcode , category , content , logContent
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XIX o
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Postfix

Ilgnore  JSON ZHR F 7| FES Mg 2=E XIFHLICHL

- SEWA

[2022-10-25 10:15:34:145]...(70 )
Request : {"key1":"value1","key2":"value2",...}(7l 2})
Response : {"key3":"value3","key4":"value4",...}

OAME RYUEI= 2371 Request JSON, Response JSONS 25 OpASIIXt oh= AL CHSQ| 27tX| IHEI S SE8fL|C
o Request ItA £ I{E
"Request : " 2 "Response" AtO|Q] 2XIE  {"key1":"valuel","key2":"value2",..} CHAl

o Reponse ItA £ IHEH

"Response : " §E 219| OtX|2t 7IX|Q] 2XtE  {"key3":'value3","key4":"value4",..} CHA!

« JSON HAH I S5
2 35 LRt JSON HEl2 Z3E|= 22 JSONR = EHE RES & AHAH M E Sl I Y & JSLICHL IEHE T3t
20| LHBHIR.

io.whatap.logsink.parser.JsonFormatParser{}

L

1 % JSON HE{Z =HE RE2 AESY| 2l Prefix, Postfix Mg Zgs 232 o= 2E2S JSONLZ 214510
Ih S| X EHSHM K.

JsonFormatParser{} 2| {3 O 42 XIFgLICE.
o SE Al
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[2022-10-25 10:15:34:145]...(0 )

Request : {"key1":"value1","key2":"value2",..}(7 &)
Response : {"key3":"value3","key4":"value4",...}

GilAIH 2 SYIE|= 27} Request JSON, Response JSONS 25 DML X} st AL CH2 Q| 27HK| IEIS SE$HL|CY,

[=Ea =]

* Request I+A-E T{E
"Request : " 2 "Response" AtO|Q] EXIE  {"key1":'valuel","key2":"value2",..} CHA

io.whatap.logsink.parser.JsonFormatParser {prefix:"Request : ",postfix:"Response"}

= Reponse It THE

"Response . " £E 219| OkX|2t 7tX|Q] 2XtE  {"key3":'value3","key4":"value4",..} CHAt

io.whatap.logsink.parser.JsonFormatParser {prefix: "Response : "}

otA| AlZ2|0] 4

1. ItM It StHEOIM IS St = A|Z2(0|8 HES MESIAR. ThA A[Z20]4 F0| LIEFEL|CE

2. OfM AZE[0|M FollM 25 S R.
FISHAIR.
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3. st 29 miEE
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it
oo

AE|o|M 23t

7| timestamp

3 2023-08-28T15:30:45Z

Azt 0]

7| loglevel

¢ INFO

2t Ok

7| classMethod

M MyApp::SomeClass::someMethod
Az Ok

7l message

ot This is an example log message.
Zut Ok

AlEg[o] M

AlZ2|0] ¥ &ujf o}H

AE[o]d Az}

A1} Fail
AN # 2l otAlof| AoistA &Lt

5. OE Mg HE S8 Al MEISE DhMof| (= IHE 0| HE L.
XX
HEHA ZH
AlZ20|d 43 = HEHA 3 HES MEHs] ThMof Cist HEHAS £F £
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IO HHE IHA AQ AIZHS EF & OS2 20| 2 ZTHE QISR
AlEY o] Bl At X2 MIHns) | M ZHns) H3F MiHns)
1 SUCCESS 29,522 29,522 29,522
10 SUCCESS 5752 29628 11,145
100 SUCCESS 4,931 97.550 7.305
1,000 SUCCESS 2,215 178,706 4,431
10,000 SUCCESS 1,575 195,436 2,037
100,000 SUCCESS 451 604,623 1,286
1,000,000 SUCCESS azs 59,273,046 625
=1
oM MZ
A 2XS S26f 7|(key)7t MAEH 20 E3| A| i 7|2 THAIE 2ho| ATFEILICE CFS 2102 B2 Tl G A|Q} 20| THAIE

L|C}.

0

> Timestamp

==}

> 2022-08-17 14:28:00.612 [oname] dev949400-8093 [onodeName] node-1 [oid] 413390913 [category] AppStdOut [okindName] dev-okind-1

load 52
OHYE 7= 2f0|E HIY, 210 AM, 27 ERIC0|M 2ol = UELICH

o 4xx, 5xx AEj ZE=

-

oA 220 241 ofAf 27 |E MEls 20 M E S5 8 8E 5 ASLILE 4xx, Sxx SE
HMSgLlct 23 2%} It = GROK HEi= JSONzH 2 I}
7t3slf SA CIO|IEE MMetL|ct # =2 API S 220 CHsH Http Status CodeE 7|HIQE 2Xt EAHIE

THA: B SO O3t 24 W= TARLC

o JEi ZE 35S TR TA A4 O] H|1EY SE HIZS FEELICL

42

M7t otaEl A

AE TpMe Al
AFZ 8 4 QU TRMRILICE 12



O 23 2Kt kM E 1A THAE Z3tol| CHsto] E4 S8 0| 2% A 7|5S RIS ELIC 24t TR E AHEStY| flsM = 14t
oM7L SEE|0f RAO{OF BT

oM 55

0

2049 L E@@o
SIRUHZ AESTI  2IUATN Y | 2220 T4HE | MEHANy  2aIWlEBEA  211MZ S AR colE
B33 2% M A Grok T JSON TH} O] TS 29 AFSE 4 2l THAfRlLE) &
g &M T sfelae| ue et Byt
Il o 4xx, Sxx B T IbA AppLog =) (:) 2z (]
| A HE) TE YBE T AppLog gig @ <2 o
27 4% Ol STolM 27 24 IhM 4 S MENSIH SE0F IIME X206t It 3 HEO0| 7kt It 55 3tHE =eld
4+ &Lk
. MEHQEE 1 27tely| HES MEfstR ThA 27} Ko| LiEkeLICt
- It ZE HE =AM ZHQ1010|22 EaiTs) It 8™ =M E HEY = UASLICH

270 2% bjm STl 270 2K T 27 S MEs] 20 IME S5 3 £8Y &+ ASLICL OS2 M S5 Al 38 &ME
o
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4xx, 5xx &€ I =

X TM E7t

otA mele dEli 3= SE

A+

=y

2adeEzxd

Holg def 2=

Axx, 5xx AEH ZE OHA b

AppLog AIRETTE

oname v ‘ demo-8100 Vv Iy Yy
201 42 2712 O/26tA| L0, OE 212 (AOZ IHE MEatLr}

| 400 x || 404x]

4xx, 5xx MEj RE JIHHh status?} O|0] THA =l AR AFEE £ Q= A RULICH THAEl statusE 0|83t FIHHOZ 4xx, 5xx

(=] = (=}
ol CC = S
2= = MEE Y

SfL|Ct, IHASECJ|O]E{ 2 4xx, 5xx 714 C[O|E{ & MM 4= UELICH HQE ME| FEZ 4xx, 5Sxx MEf ZEE
2= QUESLICH U= ME| FE= 20|M 4xx, Sxx AE| Z=E nhAg of H| Q| ElL|C.

yugs
a4y U g 7|E}
02| 4xx, Sxx7d= O|O|EHE MM Fte| 02| Lt required
23 LEZ Mgsh AM 7|, Z4M Zt2 agtL|ct 23 AZE Z70 Y= 23 o|o|E{of| CHsH A 2H 4xx,
as 5xxZi= CIO|E|E MMetLICt 20 HE TS eX| YoM BE EIE tHMOE H|0|HE optional
=4 Mgt
Mol S/ ClO|E] M Al Mele oei 2ELICE U=ISHK| ™ 4xx~5xx0l| SiESt= MM 2F Al optional
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%{NUMBER:status}
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RUEE 27} {"msg":"message”,"status":404} 0|11
I
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TITHE BE SEofH
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s Ol Al GROK ItMZ statuss
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2 4XX, 5XX 2% 2 ®
20
10
16:30 17:00 17:30 18:00
name avg max recently
|4xx 2 4 4
| 5XX 11 18 18

. avg: X8| 7|2 Hlo|E| WRZULICH

« max: £2| 7|2 K0 & £|HZYLICE

« recently: 22| 7|7 C|O|E] & OFX[2} ZfL|Ct.
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ChASX TE o & g HASAE 2L ofR

% ma * 3t oly E3t T

2y =B 2y EE N2 ol (| =]t

21 AH™E NI /LHEL 7

H
LICh. Z2HEDICE of2 H 2=l 2YE Adsts HAZEE £ 5+ ASLIL

stLte] Z2MEO| Th AF 3 HHE QlElA M S FII6tMR.
2t M 2ol M 3t Q2% 2|0f JSON [4 HES MEisHA 8.
JSON LHELHZ| EO| LIEHLIH 3tH QEX 2(of LIEL7| HES MEiSHAQ.

JSON A& mlo| AF2 X PCOf| K AHEIL|CE.

M

CHE Z2HEZ O|SetChg 210> 271 273 M2 0|S5HM K.

oM JSON HF M2 L= MY |e Meiel O3 [ HES MElsth L.
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k-l
o
rot
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JSON 7tM 27| EO| LIEILHH B LHES &helet Thg 5501 :7i5t7| 2= EHo{AT|

© ® NS, R WM

SH QEZ 2|0l ME HES ME5HMIR.

JSON 2% IS 7tN2 LIS M HES HHSHK| 2 JHN=2 43 W82 MTE =+ 8

B B2 8A4 4F

270 2% Hiw gl 23 F7| 22t S ¥E HESHR. 23 H|0[E = 0| i AHM 7
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EOFEI| B2 A F7t

X 2O 23 EH 7t

£33+ | |
GlolE] SBU(CI22 ABH) 152 (2 3 MB) v |
FHe| el ‘ Applog ‘
B gE =AU ‘
oname N
Hel i+2x T2
‘ okind A
anua@ taas
Mel  ARX RE @
+ F7ta}7
27}
EDET| 22 SH WOl + 76| HES MElsH 230 27| 2t 4| =7 #o| LIEFELICH + 71517 HES Sl #&l2
FIISEALE M Mot A& - Of0| 22 Soll Axe &= ASLICH
gy gs
=13 oy
FIE| 22 TEE MEg It 12| LCt
A |2 op=3l= HFAH XISF | 7F Eols} |12 =5 MASHA oA
9I(key) A2 ESH=E 2O M A HEE 7| o2 Ut I|E S5O M £ gELICt
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H 2| H2lE MAstH l=dst T siEstX| s 2O 2 S HI0|EE MAEHL|Ct.
CHAEX} . N .
o st 20 AE T2 gtofl choi A CHAEX 72 6 EE X ™BL|Ch.
=N 2N = HEN R (7|22 true)

Cteat Zto| MA S I8t A £X=l 21 = status?t 200 , 300 QI 23 A QO Z TotalCountEhe 71222 E| H|0|EE
MAMBtL|CE
B 7| BB 8| wust xS piEsis 2001 HoiLt 2 YEIRET] B2 dlolElS 4aE 4 dauint 6 [+ ot ‘
sHe|e| L2l ERETES] Glole] BRUEAS 4EY) | Bag
-
-
-
.
ApplLog TotalCount [status 15 (2 3 MB) » 2 m

N EESS

oM 23 Z7| 22t SAE AMh 9

1. Flex 2=9| 22 HZSE! e HHsHM K.

GlI-II E-II%E!
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207 23 &7 Q

by 2257|2252
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I HUEHN 2 |z 93
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=7 7|
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S HE

SHES 9130 LIEF clo|Ef

@ izl 715 e FAIR.

FEE 2RiME BEOE7| Bt 8| gFo| ARELICL

S 2EE oAl B2 3=,

21 4%

7t0|ES Euste] 2O 87| 23 8 @FES siF MR
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=

golst 4 UALICH

EaF7| 22 &
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[} N

23:00 01:00 03:00
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AppLog/TotalCount

07:00 09:00

54

|J
nx
0



21 OiAlst|

23 IME A8otH S7AIS gellol 208 #27t 7hstt PxgtE YElZ HEY +

« GROK ItA: 2o|o] HEZ +E&|= 205 H B0 GROK 2YS E8¢ Ly FLICH
+ JSON IAM: JSON HENZ £FEl= 25 mHagLch

O 35 Folrre
o 22 7|20l of2] JHo| ThA 7} SEE(0] Q= B A HMZ 0 &= DMt HEE LT
A
a

- ofste ofe Mu| Ao ohE Mol T E

o

30
mr
H
2
[
L2
gt
0x
_lg_l
I3
1>
32
rr
[F
ot
o
st
I=)

=
=

GROK ItA|

2Ot =R Y
H2[SHA| A8 4 ASLICH

GROK ItA| T{E SF0i 23l Ch3 SF4 710|=E5 HE

OI'

k=N

GROK AlZs}7]

GROK2 & 7Hx| HEle| 2¥ 2 MSgLct.

1. %{SYNTAX:SEMANTIC} : GROK 2t0|=22{2|0j|A X|ZSst= 2= YLICH. named regular expressionsS &3l E{

HxHM 2.

»  SYNTAX: GROKO| ®|&3t= named regular expressionsE X|&gL|Ct.
« SEMANTIC: 0j&E|= Ztof] 20{E 0|§2 XIFYLIC

30
o>
st
_l"‘_
fo
o2
Hu
]
o
T
_"E
|o
E|B
B
my
k=l
4n
N
Ral
=lo

ol LM E HZ et

Ei2 T 5= 22 GROK TN E A8 25 T E 4 UBLICEL GROK 2H2 named regular expressionsE M3 i E#Alg ECt &1

=

8 5% + YBUlt 28 oNE U2

(@ named regular expressions
GROKO|IAf H|Sdt= 2HYULICH ST F EHA0] 0[S Fofsh A8 4 AXF GROKOIA HMS3sth= 7| sYLICh
name regular expression
WORD \b\w+\b
SPACE \s*
NOTSPACE \S+
uuiD [A-Fa-£f0-9]{8}-(2: [A-Fa-f0-9]{4}-) {3} [A-Fa-f0-9] {12}
OtEH0) A F|ZSh= 2E named regular expressions 212 BHCHH CHS 2135 A x6HM|Q.

2. (?<SEMANTIC>REGX) : Bt E3 419 named capturing group 2HULICE B3 EHAS EE M ALEXte| o =ofl X EfIE FEE 4 JSLICL EE oAl

CI2E HxstML.
« SEMANTIC: HAE|= Zfofl 20iE 0|28 X|™etLich
+ REGX: DH&Of| AHSE W7 HE#Al

o
1)
)
3

s

jin}

(@ named capturing group
Hot BEA0M FMZsh= 2YLICH
+ capturing group: 0{2{ 72| E2 & SHLtZ FOf StLte| 0HE tHe|2 AF8SH= 7|58 2o[gfLch
« named capturing group: capturing group®i| 0|22 203t 4L ct.
o E2XE A o|AIE AT{EHELIC dev@whatap.io
o OAl 1l (wH@(\WH.\w+)

55

o OfAl 2 O|H|Y FA| O0HA I usernamet domain 7} OHA Al | (P<username>\w+)@(?<domain>\w+\.\w+)

21 mASH|


https://github.com/whatap/java-grok/blob/master/src/main/resources/patterns/patterns
mailto:dev@whatap.io

%{SYNTAX:SEMANTIC} 2 Oi[A|

CHS2 %{SYNTAX:SEMANTIC} 2SS Z8dt= ofAlLICh

Sample log

[2023-08-08 02:02:30,101 GMT][INFO ][i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)] 8 VirtualLog 20230808 02:01:00.000 {area=4, city=5} 56ms

MEZ 232 21 2 Ho{7h 90sts HES RFY £ UBLICH 2 B2 semanticst THO{2 X2 A| Ct3 2t Z0] g = JAFLICH

semantic replace

[date][logLevel][caller] projectCode logCategiry dexBuildStartTime {area=areaEnum, city=cityEnum} dexBuildElapsed

semanticet tHo] 25 H BHAOR AT 4= UZLICH GROK IHME AFSHH AP HO|El named regular expressionsS 8 4 USLICE 07| M A E
TIMESTAMP_ISO8601 , LOGLEVEL , DATA = GROKOIAM ®&3tH= named regular expressionsIL|Ct. O] ZE2 242t CHeo| H7 ES{AOR CHA|=|of DHAIEL|Ct

« name: TIMESTAMP_ISO8601
o regular expression:  %{YEAR}-%{MONTHNUM}-%{MONTHDAY}T 1%{HOUR}:?%{MINUTE}?::?%{SECOND})?%{ISO8601_TIMEZONE}?

* name: LOGLEVEL

o regular expression: LOGLEVEL
([Aallert| ALERT | [Tt]race| TRACE | [Dd]ebug | DEBUG | [Nn]otice | NOTICE | [Iilnfo | INFO | [Ww]arn?(?:ing)? | WARN?(2:ING)? | [Eelrr?(?:0r)? | ERR?(:0R)? | [Cc]rit?(%:ical)? | CRIT?(%:ICA
L)?| [Fflatal | FATAL | [Ss]evere | SEVERE | EMERG(%:ENCY)? | [EeJmerg(?:ency)?)

« name: DATA

o regular expression: .*?

GROK parsing pattern

9ot 22 BHOR mHAlS StH CH23t 20| EfIE &8 4 USLICH 0| GROKS| %{SYNTAX:SEMANTIC} 2H2 Bxfstn 21 B3 EelAS ¢l 2t Me8 &
QE-E I o
UATE o

Tag extraction

- date : 2023-08-08 02:02:30,101
- caller : i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)
- level : LEVEL

(?<SEMANTIC>REGX) & 0f|A|

named regular expressions2 MAEX| ot HEE  (2<SEMANTIC>REGX) THEIS AFSOHA THAE 4= ULLICH /2] MEZ Z0|IM  %{SYNTAX:SEMANTIC} E#FIOZ
THEX] gb= 92 Ch3a &L

BT oo

Unparsed area

8 VirtualLog 20230808 02:01:00.000 {area=4, city=5} 56ms

siet 29| 2t 222 semantictt EHO12 X|gH A| CHS 3 20| BHE 4 QlELICH

semantic replace

projectCode logCategiry dexBuildStartTime {area=areaEnum, city=cityEnum} dexBuildElapsed

o7 S 213t Hello] ZXHE2 CHE Tt 22 (2<SEMANTIC>REGX) 2HE Ar8dl ohele 4= AHLICH

56

27 Ml



27 IS

B 2000 719/ DSl BT B

oAl 7|9 (?<SEMANTIC>REGX)
8 (?<projectCode>\d)
VirtualLog (?<logCategory>\w*)
20230808 02:01:00.000 (?<dexBuildStartTime>\d{8}\s\d{2}:\d{2}:\d{2}\.\d{3})
area=4 area= (?<areaEnum>\d)
city=5 city=(?<cityEnum>\d)
56ms (?<dexBuildElapsed>\d{2})ms

24 o|oj EE
? Oorl -
+ 1 or more R
* 0 or more -
a{5} exactly 5 R
\w word character [a-zA-Z 0-9]
\s white space o

any character except newline

[abc] any of -
[~abc] not a,b, or ¢ -
la-z] character between a and z -
[1-3[7-9]] union (combining two or more character classes) -
[1-6&&[3-9]] intersection (2 &%) -
[0-9&&["2468]] subtraction (X&) N
a{2,} 2 or more -
a{l,3} between 1 and 3 -
a+? match as few as possible -
{2,312 match as few as possible -
(abc) capturing group (0121 72| EXtEES single unite 2 X2/e) -
\d digit [0-9]
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27 Ml

=4 2|o| kS
\D non-digit [*0-9]
\W non-word character -
\S non-white space -

Ol A el 7|1 EE =0fM7|(\s )oF S EXt escape( \{, \ , \} )2 HZESHH CH31

GROK parsing pattern

(?<projectCode>\d)\s(?<logCategory>\w*)\s(?<dexBuildStartTime>\d{8}\s\
d{2r\d{2}:\d{2\.\d{3})\s\{area=(?<areaEnum>\d),\scity=(?<cityEnum>\d)\}\s(?<dexBuildElapsed>\d{2})ms

w
k=
=2
[l
o
i}
oo
et
4>
30
)3
il
=l

- projectCode : 8

- logCategory : VirtualLog

- dexBuildStartTime : 20230808
- areaEnum: 4

- cityEnum : 5

- dexBuildElapsed : 56

GROK X g%}7|
2048 > 20 13 1Y 43

1. GROK &l MtME XMBsla{H 21 4% tlwe 21 14 IiA 2% Yoz 0|SstAIR.

ERFELS] s oGd@O

SIDUSR AN | ZUATNEY | ZIoNTANE  wEodawy  E1ElwREA

BRI G e =00 e o S 4+ 8 8 & 250 te ntajet HSELCL @
HE &M o ez ue e s
Io GROK Applog egza \(TIMESTAMP. IS0860T timestamph\(LOGLEVELogleve\s\N | @) o [
I JSON AppLog category Applog Prefix 818 Postfix S Ignore &8 » <2 o
2. + 37151718 M = mpA YBHOA GROK THME MEHSIA Q.
ThA+ ‘ GROK v |
spelnal \ |
2ads = |
e RE RIS Y= HEE HEHLICH
et

3

3. JHE|ue Y 20 AE £, iiEHS YASIAIR. THAf =71 &o| 7Y @4 = Ch3at Z4LCh
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E
o B AUE RUR2 2E IMTL A5 7| Holl HEELICH J Q| Atz RIte|= Ef1E A8 4 gl&LICh

o IHE

GROK IHEHE X|FstMlQ. P42 YsHof gLt

4. 7t BIES M) INE SSetiR.

®© . 2O TN SZ0j|M o THA] X &ME WL Eas U 3, AHg

~
ES
« THE SE3t7| Hofl Al22i[0ld e S3li SFst2= 0| YoHQIX| olg 4+ AFL|ch

(O GROK ItA FEolAtt
« GROK IFA= 9%{SYNTAX:SEMANTIC} , %{SYNTAX:SEMANTIC} & 7}X| IEIS X|EtL|C},
+  %{SYNTAX:SEMANTIC} INE! A& Al SEMANTIC & BHEA| =sjofetL|ct.
o %{SYNTAX:SEMANTIC} IHE! AFS Al SEMANTIC 2 stLte| ThA| QoA unique sHokgfLCt.
o (2<SEMANTIC>REGX) THE! At Al SEMANTIC 2 2XH(a-z, A-Z)2t £XH0-9) 22|10 X|HE ELEXH( ., _, - )2t S 4 YBLICH
+  SEMANTIC 2 2Xt(a-z, A-Z)2 AIZsf{of BHL Tt

+  SEMANTIC 2 2XHa-z, A-Z) E= £XH0-9)2 ZLtof Bt

AlEzf|o|M

IbA AlE2i[0] M FolAf 22t THE S sl ohd ZatE 0|2| gele £ A& LICh
23 0f|AlL [2023-08-08 02:02:30,101 GMTI[INFO Jfi.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)] 8 VirtualLog 20230808 02:01:00.000 {area=4, city=5} 56ms
THE Ofl Al

\[%{TIMESTAMP_ISO8601:date\sGMT\I\[%{LOGLEVEL:level\s\I\[%{DATA:caller\]\s(?<projectCode>\d)\s(?<logCategory>\w*)\s(?<dexBuildStartTime>\d{8}\s\
d{2p:\d{2}:\d{2N\.\d{3})\s\{area=(?<areaEnum>\d),\scity=(?<cityEnum>\d)\}\s(?<dexBuildElapsed>\d{2})ms

1. THA 270 ZollA AZ2]0]4 HES MEstR.

2. IhA AlE2]0]Md HollM 29t THE S sIMIR.

3. ZI9tmiE Y3 T A|S2|0[M HES MESHM|R. Ct3at 20| AlZ2|0]M ZatE =holg 4 &LICH
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O. O 2 & 1l ghuc

" B3 | [2023-08-08 02:02:30,101 GMTIINFO ][i wy..c LogSinkDexScheduleThread.realProcess(159)] & VirtualLog 20230808 02:01:00.000
{area=4, city=5} 56ms

*BE | \[%{TIMESTAMP_IS08601:dateP\sGMT\\[%{LOGLEVEL level\s\\[%{DATA:caller}\|\s(?<projectCode>\d)\s(2<logCategory>\w*)\s(?
<dexBuildStan Time=\d{8I\s\H2X\d(2\HZN\d{3))\sarea=(P<areaEnum=\d) \scity=(?<cityEnum=\d)\\s(?
<dexBuildElapsed>\d{2})ms

RET]
AlEHo1 M Hat

7l date

u 2023-08-08 02:02:30,101
az Ok

7l caller

@t i wylLe LogSinkDexSchedule Thread.realProcess(159)
@ Ok

7l cityEnum

a 5

dat Ok

7l level

1 INFO

Hzt 0Ok

7 projectCode

a 8

a2 Ok

7l areaEnum

3 4

@ Ok

7l dexBuildStartTime

@ 20230808 02:01:00.000
ax Ok

7l dexBuildElapsed

@ 56

o Ok

7l logCategory

4 VirtualLog

- Ok

JSON IHA|

2374 JSON ZHOZ T E Z2 JSON THME ALEsl &1 Ha|sh ohde 4 &L Ch

JSON X &3}7]|
20 45> 270 15 1pM 8

1. JSON ME mME HB3t2{H 21 2% Hlwo| 27 14 I 27F Yoz 0|S3HMR.
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3.

4.

243 L@@ 0
EIDUEY A ERIADEF | RI24T MY MEUUANY 2O BB EA
BRI MF s =0 o S 4 UBLICL HB &4 7t 5 2Sl0), 522 Yxots DAS HSELC @ | +#otem
g M oA Ftelae| e e wys
I'|o GROK Applog seza | EVEL (@D 2 o
|1 JSON AppLog category:Applog Prefix 918 Postfix 1 Ignore 818 » 2 @
+ F7H517| 8 MEf 2 IhAf Rt JSON THME MEfSA Q.
A+ JSON v
FHel|n2|* AppLog v ‘ =Y o
oname v ‘ ‘ demo-8100 v Y Yz
2aus 5 Bl
2 HETUS YHOHX| oW, ZE 2AE Y2 IHE HEHLICE
Prefix = ‘
ofE Postfix - ‘
Ignore ‘

e Sl 20 AE =, IES YStHR. ThA =7 #o 718 e4= Ut ZELCh

)

o FIE|12]

27 7i8| 12|18 HestHR. 7ie 12

surzy
. 2ayszd

o ZE0| gEShE 238 IhAf7F HEEL D

o Prefix

Z70ilM JSON Z2H0| A|ZSh= 91X S XIFefLICh. 23 TH7H JSON ZUQ!

o Postfix

270 M JSON Z2H0| ELti= 9IX|E XIFRLICH 23 HA|7F JSON ZUel FL

° lIgnore
JSON Z2 & Ej 25 Wdsix| gks 715 XE

o JSON HHE oi|A]

Example

2023-08-08 02:43:28,615 -- {"host™:

24sfjof gLct.

MESELE 2 ARStR.

3.24","method":"

url":"httr

o
=
e RO HE ZU2 2E TMIF AEY| Hofl HEELICH F ThMo| BRt2 FIte= EjiIE A8 E 4+ YUSLICh

OlAl 222011 M Prefixet PostfixE - 2 XIF3td Ignoredi| - £ XIF Al host , method , status 37H2| E{2F M E LTt

7t HES sl It E SF3tMIR.

TME S5317| Tofl Al22i|o|d
HESHR.

o
ofm
gzl-
an
JHu
_O'L
i
rr
=
rm
1O
Jal
)
)
0
A
jor
0

9'1

- 2O SB00K S THAS NS SAS BFCIL 2 Y 4, MR 4 lgLIC,
~
s
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27 Ml

JSON ZEU £8 of[A|

Sample log

st":"10.

-host:10.21.3.24

- method : POST

- status : 2

- url : http://dev.whatap.io/yard/api/flush

JSON Zoi 25 74 A| 2E 0fjA|
Some JSON format sample log

8 0. st

ahok G A[QF Zt0] 29| Y=t JSON EoHO 2 A E|0{QICHH Prefix®t Postfix2E XK FMR. A 23 ZLIE{Z2 Prefix@t Postfix Al0|2] HS JSON ZUo 2

o14] = TpYBLICE

Tag extraction

- host:10.21.3.24

- method : POST
- status : 200
- url : http://dev.whatap.io/yard/api/flush
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2to|= Ef| 2

S otH>TZHE MEH > CHA|HE > 20| E H|Y
240| = B ool M 220 M2 20| ZLIEZ StEA0A 21 C0|E AERS £17 SHOIE & UXLICH Cho| 21 F LS

—
205 MESID 50|20|E 7|52 Sl Hots 25 WEA X - ASL f

1ar0|EE1|'a L LT QO

E1: Ink]] HE

AppLog v HES(8) U ¥ AEE =3 76t R
2 ®Q 1] Qo2 Bl @
r oname EjglAQD 23

09:06:52.656 select productid

> demo-8103 2023-08-30 [@txid] -636988446309675660 |pcode| 5490 demo-8103 [onodeName| node-1 [oid] 633280970 demo-okind-1
09:06:52.656 select distinct pp.lastname, pp.firstname

- demo-8103 2023-08-30 [@txid] 4276189847602958291 [pcode| 5490 [oname| demo-8103 [onodeName| node-1 [oid] 633280970 [okindName] demo-okind-1

09:06:52.657 select distinct pp.lastname, pp.firstname

> demo-8103 2023-08-30 [@txid] -5273513173028476407 [pcode] 5490 [oname] demo-8103 [onodeName| node-1 [oid] 633280970 [okindName| demo-okind-1
09:06:52.660 select

> demo-8103 2023-08-30 @txid] -4475135982985646809 [pcode] 5490 [oname) demo-8103 [onodeName| node-1 [oid] 633280970 [okindName| demo-okind-1
09:06:52 658 select tutorial_id, tutorial_title,

» demo-8103 2023-08-30 [@txid] -636988446309675660 (pcode] 5490 demo-8103 [onodeName| node-1 [oid) 633280970 demo-okind-1
09:06:52.662 select productid, avg(orderqty) as averagequantity, sum(linetotal) as total

> demo-8103 2023-08-30 @txid 4276189847602958291 Ecode 5490 [oname| demo-8103 |onodeName| node-1 6332309?0 okindName| demo-okind-1
09:06:52 663 select ename, job, sal + 10@ from emp

» demo-8103 2023-08-30 @txid] -7150002028998370687 [pcode) 5490 [oname) demo-8103 [onodeName| node-1 [oid] 633280970 demo-okind-1
09:06:52.662 select (108-25)/15%(28-3) from dual

» demo-8103  2023-0830  [@txid] -4475135982985646809 [pcode] 5490 [oname] demo-8103 [onodeName| node-1 [oid] 633280970 [okindName| demo-okind-1
09:06:52.664 select 'total income is', ((ordergty * unitprice) * (1.0 - unitpricediscount)), ' for ',

» demo-8103 2023-08-30 @txid] -5273513173028476407 [pcode] 5490 [oname] demo-8103 [onodeName] node-1 [oid] 633280970 [okindName| demo-okind-1
09:06:52.666 select ename, job, sal + 10@ from emp

. demo-8103 2023-08-30 [@txid] -636988446309675660 pcode] 5490 [oname] demo-8103 [onodeName| node-1 [oid] 633280970 [okindName| demo-okind-1
09:06:52.667 select * into dbo.newproducts

> demo-8103 2023-08-30 [@txid] 4276189847602958291 [pcode| 5490 [oname| demo-8103 [onodeName| node-1 [oid] 633280970 [okindName| dema-okind-1

09:06:52.668 select distinct ename, deptno, sal, job from emp

> demo-8103 2023-08-30 [@txid] -7150002028998370687 [pcode] 5490 [oname] demo-8103 [onodeName| node-1 [oid] 633280970 demo-okind-1
09:06:52.668 select corpus, count_corpus_words

> demo-8103 2023-08-30 [@txid] 6994271475421077751 [peode] 5490 [oname| demo-8103 [onodeName| node-1 [oid] 633280970 [okindName] dema-okind-1

09:06:52.671 select productid. avalorderaty) as averageauantity. sum(linetotal) as total

2H0[E HIY HiFoM STet 25 &8A H2 7FsELUCH B0 M2t HE 52 5l0[210|E S92 7|58 SEs HAUE X3|g £
AFLICH 23 H0|E 3] F£7|= 2EXYL|CE £ 0/ ChEat Z2ELIC

Category: 29| 7 3l &3] the(L|Ct.
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« Content: 21 HIA|X|QIL|C}.

+ Search Key: 21 ItA dX™ S Solf MMeL|Ct.

. Tag EE 202 AN £ s A4 Tl
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202312-18

2023-12-18

2023-12-18

20231218

2023-12-18

2023-12-18

14:31:02.563 [level| INFO [pcode] 2277 [agenttime] 1702877462042 [oid] 7788723916 [category| AppLog [loggerName] lo.home.test.logbackO2starterbase web.LogbackControllerGreeting

INFO log in our greeting method.

14:31:02.563] | level pcode| 2277 |agenttime| 1702877462043 Ioi_d_ 778873916 |category| AppLog |loggerName| io.home.test.logbackO2starter base.web.LogbackControllerError |threadName| http-nio-19090-exec-2
io.home.test.logback@2starter.base.errors.exception.ApiException: [22@4] Process failure. Please try again.

14:31:02.586 [level| error [pcode] 2277 [agenttime| 1702877462043 [oid] 778873916 [category| AppServer [_event_status_) error [_event_status_literal_name_| level

Servlet.service() for servliet [(EEEIEICISFCIRACI] in context with path
14:31:02.586 (level| error [pcode] 2277 [agenttime] 1702877462057 [oid] 778873916 [category] AppServer

[1 threw exception [Request processing failed: io.home.test.logback@2starter.base.err

event_status_| error _event_status_literal_name_| level

Servlet.service() for serviet [EFENEITEIEIRACY ] in context with path

Servlet.service() for servliet [(EEEIIsTamAtE] in context with path
14:31:02.586 [level] error [pcode| 2277 [agenttime| 1702877462087 [oid] 778873916 [category] AppServer |

[] threw exception [Reguest processing failed: io.home.test.logback®2starter.base.err
14:31:02.586 [level| error [pcode] 2277 [agenttime| 1702877462081 [oid) 778873916 [category| AppServer [_event_status_| error [_event_status_literal_name_| level
[] threw exception [Request processing failed: io.home.test.logback®2starter.base.err

event_status_| error \ event_status_literal_name_| level

Servlet.service{) for serviet [[EETEISaIITIRAtaE] in context with path

[1 threw exception [Reguest processing failed: io.home.test.logback@2starter.base.err
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2to[= H|

ZE Ef3 =7t

. 22 20| HJAEE Q2{5l1 7| R =0 Enter, Tab?|S S8 £7he 4 YLICH
. 22 & offl FH0|S VIOl X Zte S2stel X7k 4 UALICH
. 22 & of2ll FHOIE UIOIA 7| E0| 902 W2 XX 2t2 Meist 2 QT Enter, Tab7| 2 E{OE £748 4 YBLICH

2E B3 MA

+ BackspaceZ AHE £ U&LICL
« E§O9o X Of0|2 ME4 A| E§OE AHIT 5= JUELICH

o 43 T TA| AR X Ot0|2 MEH Al TA| E{OE AR 4 AFLICH

[ | bl [= R i 1 [
. Z2E g7, 44 S Y 4 AL
o AT, A gk FOILIRtE glE EjO7F ZEMY o HAY 4 QIELICH |RROHX| §hE B0l FR oMoz HARLIC

@ . 2O|EHY #4 7] 2 category = LT & UALIC

=

IJ

. U= ZUE] 2t of2Hol|l A= 42l (expression)

rlo

ciolE =2| Al HE& ZE 4 0|2| 27|L|Cf.

OjIHA 719IC e &8

20| M T EX| 42 = QAT MMEX| I2 7| ES Xt 215 XY 4 ASLICHL 0] 22 X Hel L 2= 225 Full
Scand! I—IEf JZI| WEof A=AT HHE 7|2t A = AELCH FAotE 27 l0[E Q] F2 =1 A

2H ©

Y oid I=-1009464250 X okind == -398506773 X , content == *select* X |HEIE(2) U T AEHE =21 £

oid !=-1009464250 && okind ==-398596773 && content == *select*

5t

1. 7HEHIE|E MEfstN Q.
2. ZE Y™HEN content 7|E EO{MT| = HMES ot= F|YEE LYHGIMIR.

Ol|Al, content *select*
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3. Q HE

mjo

2to[= H|

O . 2to|E HYo F TE 21 AMo0| 7t FIE|D2|E XIFE 2aJt eiLIch
o« IbM AH0|| CHEt XbMTE 82 Ci2 EME HESINIR.
hod | AKX
ZE(of k2 YT F| AT IS S Y S +-Y + ASLICH
EE O
Y X X fileAppender X . HEIE(E) Y3 = dEHE 52 FII5HMK ‘
HAEX 28 M UL Z AEStE 2OE HAELCH
searchValue* a vt hValue*
eyl=searchValue
4. fileAppender ¥ ‘
HM ZtoZ TLts 235 HMEL|CH
*searchValue
n [0 key'=*searchvalue
r
M Zho| ZEE 232 ZMgct
*searchValue* 1
| a key!=*searchValue*
HM gho| Z3hEl 232 ZMshct !
*search*Value*
r [0 keyl=*search*Value*
i
n HaEsAo ofEss 232 AMgLch
re:searchValue
a key!=re:searchValue ]
r
- Y 7|0l sisle ZE 235 2{4EhICt
i
m keyl=**
If
key == value L% key != value M2 key == value FESIX| &E=ED &£ 7tol= &7 1
romm A= T=11) IO T Tes
. 212 ol HAE el £F 4 YL
. 221 3 Of2f OIS UIS Sof 3 22 Meieh 23 4 YBLIC

M F|(Search Key)

CHS O[O X|of| A Ti2kM abA H22 T4 (parsing) &l ZA J|ULICH AM 7| 273 HFEo| 27 1A

e & AL,

67

M oM Iy 232 S



2to[= H|

date| 22/Aug/2022:03:16:47 +0000 [method| GET 116.32.201.189 @/MW/MyPage/mypageMain.tma'
116.32.201.189 - - [22/Aug/2022:03:16:47 +0000] "GET /MW/MyPage/mypageMain.tmall?

L] ¢

i)

=1

-

Ei= 2 7|9 AM Zto2 M E|0{QIELICE CH22| GA|olA M J|=  exception , 7.:.“—|H 2f2  UnknownHostException IL|CH, S

OlAls £Eet 2O HI0[H & IP A9 ZoQl FA7F IHEEX] o0t MHE SAE HAZET 4 glg 22 WMsh= o 2(
UnknowHostException )7t &2l 27 H|0|HE =3|&L|Ct.

Y  exception == UnknownHostException X
M| BR
M| 57 ZM 7| ol i)l AM F|of AM 2k of|A] M oA
- 7|: fileName
E=XE 7[¥E keyword ot 0|5 . fileName:/data/whatap/logs/yard.lo
=0 y = - 3t: /data/whatap/logs/yard.log [data/ p/logsly &
- 7|: response_time.n .
=Xt 7|19 E keyword.n =~ SEAIZ . P - response_time.n>=2945
- 42945
olero] 7|19 = - 7| @txid
i @keyword ~ EZHM D l, @ -
(AP Ho| 7|19/ E) - 2k 85459614215434144
EIERIIYE content 2123 b conieit content: *ERROR*
TR T | -z usw g

(D Content M 7|
« Content ZM 7|= QIHAME|X| gf2 29| 2EES CHAIOZ ZMBILICE 0|2 S0{ content *ERROR* 2t 20| I&HsH= EL
2122 ERROR £ ot 20E 2

« O 7|QEZ QY S HOOISI=R| Z2= F2 Content AM 7|1E 2 &3l 2|7t == 7|HEE Zelet 25 AHeIL|C
Ol 20 2F Mo 2O MM S S8l oie 7|YER TME EFsl QHAS HYots YACE HM S5 FeAZ

= A&
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2to[= H|

z5 2y
EHER ad oAl
==searchValue Mzt el X|sH= 22 ZAsh|C}, exception==RuntimeExceptionexception
!=searchValue AM Zr2S H|Qst 2EE HMSHL|C}, exception!=RuntimeException
*searchValue AM ZtO2 BlL= 2E Z{MEhL|CT word==*hello
searchValue* ZM ZYO 2 A|EtSt= 202 ML,  word==hello*
*searchValue* EA_'HJ_?'IQE ol zedE 222 word==*hello¥*
ZABILIC)
*search*Value* ZHMZtOoZ Totel 215 ZHMBIL|C}, word==*he*11o*

re:{regexr} caller==re:"i\.w\.a\.w\.s\.v\.r\.

A 710 st ZE ZOE
HAfglL|ct.

UM 717t =& 7|9 E(keyword.n)2l L 2

CHEol 22 dM 717t keyword.n @AIQ1 ZR0M2F X ABLICE
o M UL ZE A 2 5 ASLICH

AN
o .n 7|1YEQ goll= prefixE 20|X| Z&LICE .0 O] Ot 7[RIEE= 25 prefixE 20{0FgfL|Ct.

O, +>searchvalue = S%otXA| &&L|CE

EH 3R oY olAl
>searchValue M ZHHCE 3 Zo| TetEl 22 X 3|t response_ time.n>3000
>=searchValue M ZHHCE 3L 22 Zfo| ZetEl 22 X 3|ehL|C}, response time.n>=3000
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2to[= H|

Y 3R a9 ollAl
==gsearchValue M ZHHCH 22 Zo| Zetel 235 X 5| kL. response time.n==3000
!=searchValue M ZHHCHCHE ZHo| Zet=l 235 X 3|kt response time.n!=3000
<searchValue M ZHHCH 2R ZH0| TetEl 235 X3 8fL LT response_ time.n<3000
<=searchValue M ZHHCE AL 22 ZHo| XotEl 22 X 3|t response time.n<=3000

N
2 ZEI X 3}0|2}0|E ¥4
[— —_—0 ™1
= = oL o = A A S ol &l = o ko)
Z2Oo] FHIX T Hot= 7|H=E £ AESHY| 28l 5t0|2H0|E 7|5E S ELIt
2ol Bl e PO@O
Eeint] 2
2Ezn . HEIS(®) 23 ¥ AE(S =2l Fo10H2 a |
content == +*select*
a select @ Q | ] O H
> oname EfelAEHI 23
b. demo-8105 2023-11-23 18:42:02.080 [@txid] -5844395081708707338 [pcode] 5490 [oname]demo-8105 [onodeName| node-1 [oid]-857948929 [category] AppLog [okindName| demo-okind-1
ename, job, sal + 100 from emp
» demo-8105 2023-11-23 18:42:02.084 [@txid] 8903753784843357093 [pcode] 5490 [oname| demo-8105 [onodeName] node-1 [oid] -857948929 [category] AppLog [okindName] demo-okind-1
productmodelid, name
» demo-8105 2023-11-23 18:42:02.085 [@txid] -5844395081708707338 [pcode] 5490 [oname]demo-8105 [onodeName| node-1 [oid]-857948929 [category] AppLog [okindName| demo-okind-1
distinct name
» demo-8105 2023-11-23 18:42:02.091 [@txid] -5844395081708707338 [pcode] 5490 [oname]demo-8105 [onodeName| node-1 [oid]-857948929 [category| AppLog [okindName] demo-okind-1
e.ename, d.dname

. (@ 7|9 = Y2Kof sto|2to|EE Rlots 7|1 EE U = Q ZM olo| 28 22/stMe
GllAl, select
o Of|A] o|O|X|2t Zt0| (b 21 220 M Content Ll 7| =7} 60|20 E! ElL|Ct,
o DAL B JQERZ HEE Z 4 USLICH
o L1 TN 2} Of0| 22 MEHSIH 20t EFUAARMIE MA| S} HO|A ZHole £~ JUEL|Ct
s 7lE =d
+ 7|9 EZ slo|2to|e g & Z 2 ChSat Zo| RAMEfL|CE
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2to[= H|

U3 EXtE g 23t
a b c oMy 2 2t 7| EE LB LT a, b, c
"Whatap is good." EO|MT|E | E0 Zetstn A2 R ' Es " E AW CHL Whatap is good.
"Whatap\\ is good." "ME ZMT M \E ZEY Z2, \\ 2 LHsHoFeiL|Ct. Whatap\ is good.

5o|2}0| E M4t M

£ Sl0[2I0|E ofo|2& MEH3f| sto|2to|Re 7|9 8l MAyS WY 4 AELICH

-_ 1o

®a 2]

23 S}o|2}0| E
onodeName | noae-u @

. FATAL -
[onodeName] node-0 [0 L -

[onodeName] node-0 [

(onodeName] node-0 [o [l WARN -

. 2PN MA MHS Asts JIUSE YR YTSHMR.
QUR{A Q1% A S| A| MENB 4 QUi M4 D47} LIEHERLICE

o
« J|2Mo2 21 2o mHe sto|2tol&( » ERROR, FATAL)O| X 8&|0] RL&LICt.

« 2 FH EZH|0|E 2 HiwE 2fO[E HEY, 2O HM, =21 EENM AFEE & ASLICH

.« BHO|E HE HES MeotH ZE FUtet B|0|S 7H X M M o7} LIEHLICH
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O Q \E|

ki3
k>
Jek
=

= CH33H 20| Ef 1 E siAe 2 HIO|20M 212 Ef 1= HA|E|X| Q4&LICH
(@txid) 2882146389875262493 |pcode| 5490 |oname_ demao-8101 |onodeMame| node-1 ﬁ-a??smsza |okindMame demo-okind-1
select distinct pp.lastname, pp.firstname

select distinct pp.lastname, pp.firstname

T2

HIO|S0 EAIE|X] §S&LICE 71222 270, Ef 11 2& M|3Jt E[OJUCH F IHX| &5 2F EAIL|C

2to[= H|

M E2E 2EE Fo10tE 2 =AM 280l sy 20| =7HEULE Hoks 2EE =250 ZE2 &M E HESHM K.

2E| S20l| Ei0E FIL6HHE It =M= 29| EfI7F LIZELIC Ef 9| =M= E2iOste] HEY &~ ASLICH
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El ==
i I—I
O 23 3| #sto| 92 22 i oKl ZUL & &L|Ct

S olH>OIZHE ME} > HA|ECE > 270 ERC
20 EHC HFUAM RYEZ ERE 29| 2l 74 20|15 Eoff EH ofl2] R L HEIS Stolsthn A|ZHE ANl 23
OIS &tolgt 4= QUELICEL SIO[2I0|E 7|52 Sdll |lsts 205 WEH| AlHE £ JASL|CE FHH|D2EE £ E 279| F0|2
3|8 4 UELICE F2 0= CH31 Z2&Lch
« Category. 219| 27 9l x3| the|JL|C}.
« Content: 21 H|A|X|IL|C}
« Search Key: 21 ItM B S Solf YA efLICE
« Tag: +ME 205 AME 2 A= AM 7|2L|Ct

2o EAC < P®P5Q 0
Nz slelmel 1

2024/01/10 17:00 ~ 2024/01/10 18:00

B @

appender
controller
debug_point
email
exception
filename
host

ip
java_class
key

level
log_source
loggerName
method
namespace
oid

okind

okindName

oname

4

3K

6:50

2024-01-1017:00:00

> oname
I > ote-front
| - ote-front
I » ote-front
I > ote-front
I > ote-front
I > ote-front
] ote-front

Applog v

16:55 17:00 17:05 17:10 1715 17:20 17.25 17:30 17:35 17:40 17.45 17:50 17:55 ‘ISIJD 18:05 18:10 1§

A 109,971 X8 Q|| &

Elg Az 23

2024-01-10 17:00:00.433 referer http://devote whatap.io/v2/project/database/878/db_dashboard pcode 13 oid 397157872
—{"host":"10.21.3.57","method" ;" POST","status":"200","url": "http://devote.whatap. io/y 5 N

2024-01-10 17:00:00.433 referer https.//dev.whatap.io/v2/project/apm/13/transaction_map @txid -7828986607631991285 method GET
pcode 13 level INFO oid 397157872 status_nxx status_2xx okind -398596773 threadName XNIO-1 task-4
url http://dev.whatap.io/yard/api responseTime.n 10 oname ote-front agenttime 1704873600202
host 10.21.3.57 status.successn 1 @mtid 2306616107552506289 category AppLog loggerName ACCESS
okindName group-front email sa@whatap.io status 200
—{"host":"10.21.3.57","method" :"GET", "status":"200","url":"http://dev.whatap. io/yard/ap
i*,"referer":"https://dev.whatap.io/v2/project/apm/13/transaction_map","email":"sa@whata
p.io","responseTime.n":18}--

2024-01-10 17:00:00.433 referer https://dev.whatap.io/vZ/project/apm/2216/dashboard pecode 13 oid 397157872 okind -398596773
-—{"host":"10.21.1.133", "method": "POST", “status"™:"200","url":"http://dev.whatap.io/yard/

2024-01-10 17:00:00.433 referer hutps.//dev.whatap.io/v2/project/apm/2216/dashboard @txid -7177366797654501422 method POST
-—{"host":"10.21.1.133", "method" : "POST", "status":"20@","url":"http://dev.whatap.io/yard/

2024-01-10 17.00:00.433 referer https.//dev.whatap.io/v2/project/apm/2216/dashboard pcode 13 oid 397157872 okind -398596773
—{"host":"10.21.1.133", "method": "POST", "status":"20@","url":"http://dev.whatap.io/yard/

2024-01-10 17:00:00.433 referer https://dev.whatap.io/v2/project/apm/2216/dashboard (@ixid -3688468993623540252 method POST
—{"host":"10.21.1.133", "method" : "POST", "status":"20@","url":"http://dev.whatap.io/yard/

2024-01-10_17:00:00.434 referer https.//dev.whatap.io/v2/project/apm/8/transaction_map pcode 13 oid 397157872 okind -398596773
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=
4 MO|E HimOlM EH 22 HEE 20N 28 Qe 4= QUGLICH HM 7|= 207X MEfE & A3, M2 5471 M=o
JtsgLIct

Olo|HE SMo| BHEI A 21 WS £l 21 2& 7|F MH0| CtSat Z0| EAIELICH

» 20231218 14:31:02.563 [level| INFO [pcode| 2277 [agenttime| 1702877462042 [oid] 778873916 [category| AppLog [loggerName| io. home.test logbackOZ2starter base.web LogbackControllerGreeting
INFO log in our greeting method.

b 20231218 14:31:02.563| [level [pcode] 2277 [agenttime] 1702877462043 [oid] 778873916 [category] AppLog [ToggerName] io.home.test logbackO2starter base.web.LogbackControllerError [fhreadName] http-nio-19090-exec-2
io.home.test. loghack®2starter.base.errors.exception.ApiException: [2204] Process failure. Please try again.

20231218 14:31:02.586 [level] error [pcode] 2277 [agenttime] 1702877462043 [oid] 778873916 [category| AppServer [_event_status_| error [_event_status_literal_name_| level

Servlet.service() for serviet [[FETEIMAIOetIeAta| in context with path [] threw exception [Request processing failed: io.home.test.logback@2starter.base.err
20231218 14:31:02.586 [level] error [pcode] 2277 [agenttime] 1702877462057 [oid] 778873916 [category| AppServer [_event_status_] error [_event_status_literal_name_| level

Servlet.service() for serviet [[EETEIRANOEIIRAta] in context with path [] threw exception [Reguest processing failed: io.home.test.logback®2starter.base.err
» 2023-12-18 14:31:02.586 [level] error [pcode| 2277 [agenttime| 1702877462081 [oid] 778873916 [category| AppServer |_event_status_| error [_event_status_literal_name_| level
Servlet.service() for serviet [[FENEINIITSIIRAl] in context with path [l threw exception [Request processing failed: io.home.test.logback®2starter.base.err
b 20231218 14:31:02.586 [level] error [pcode] 2277 [agenttime] 1702877462087 [oid) 778873916 [category] AppServer [_event status | error [_event_status_literal_name_] level
Servlet.service() for serviet [FEETEIRdaetIRAta| in context with path [] threw exception [Request processing failed: io.home.test.logback@2starter.base.err

weaving=log4j-2.17
weaving=logback-1.2.8

« Java Of|0|HE 2.2.22 ™ O|=EE 2| M0 logdj-2.17 & logback-1.2.8 ¥ A| AtEE 4= UELICH
O|O|ME R{A|Zfo| ZRBtL|Ct.

o« 2O YU TME FRAE T level , type 7|ZEOZ THHBILICL level , type SZ DHAMEl 7|7t ZX{stD THA ZLO|
FATAL, CRITICAL, ERROR, , E motst A2 27 | MAS FA|BHL|CE,
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.9_I-9_I

27 Content ot7|

(D Contentat?

Content= 21 HIA|X|E o|O|ErL|Ct,

Hj £2 2739| IHA(parsing) €l 7|2t 2ol

29| Content®L|LCt.

qn

. @ 21 ejoj29] H(2)0kt » T 27| HEO| YALICH » Cf7| HES Mestel @ X2 iz 219| 4 contentS
solst 4 LI,

- 'IIIIIII“IIIIlI‘IIIIIIIII.IIIIIIII.IIIIIIIII.IIIIIIIIIIIIIIIlIL
0

13:55 14:00 14:05 14:10 14:15 14:20 14:25 14:30 14:35 14:40 14:45 14:50
2023-07-03 14:08:00 ~ | [INIE) M 4,569,30271 =3 Q » 7]
2023-07-03 14:08:00 EfelAgm 23
2023.07-03 140810 2023-07-03 @txid] 3495531159025201982 [pcode| 5490 [oname| demo-8101 [onodeName| node-1 [oid] -877561626 [category] AppLog “

o 14:08:00.026 http://127.0.0.1:8101/remote/account/create/division/pusan status=200
2023-07-03 14:08:20 2023-07-03 @uid -8358583854697586111 |pcode| 5490 [oname| demo-8101 |onodeName| node-1 @-8?7561626 category| AppLog
14:08:00.072 select pp.firstname, pp.lastname, e.nationalidnumber
2023-07-03 14:08:30 S—— —
2023-07-03 @uid -8358583854697586111 |pcode| 5490 |oname| demo-8101 |onodeName| node-1 |oid| -877561626 |category| AppLog
2023-07-03 14:08:40 14:08:00.077  [okindName] demo-okind-1 [okind]-628198688 [onode| 334634079
select
2023-07-03 14:08:50 mother age,
count (mother_age) total
from
samples.natality
where
state not in (seleect
state
fr
> demo-8101 2023-07-03 @txid] -387579000343914919 5490 [oname] demo-8101 node-1 [oid] 877561626 [category| AppLog
14:08:00.087 http://127.0.0.1:8101/remote/account/pickup/dept/daejun status=200
oS5 = L =325 ol =1 St A A
o HEXIEOIM (@ Jsh= AlZts S2I6H0 siiE AlZte] 205 2olg 4 J&LICH
= o o o . o .
« HEXIE otz 21 H|O|S ATt 1Zo| (b A2t ME ZSMZ 0|83l ChSut 20| MENTH A|ZHTHOIM O ME23tsH 208 HMe

ALt
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ZE 7K a8 MESte] Ejo|2of| Z2EE FIte + AL

MEHS
ZE =M 2% ZES ot ZE =M 230 sy 20| =7HELICH Jsh=s ZEE =aiaste] 22

HEH 2.

H>
x
i

2. Ho|= &4

H
k>
Jut
=

» H=3E 52 HOIS| EAEX ELICEL 71222 27, BT 2F N|3Jt E[0{JACH F IHX| g5 2F HEAIGLICH

=
= CI32 20| Ef 15 slide A< HIo|20M 29| Ef T= FA|E[X| QE&LICH
([@ixid| 2B882146389875262493 |pcode|5490 Ioname_ demo-8101 |onodeName| node-1 m -877561626 |okindMame | demo-okind-1
select distinct pp.lastname, pp.firstname

select distinct pp.lastname, pp.firstname

Ef 2t
= EiD 22| SE0f| Ef2E FIM6HHE FItet &MUz 29| B 17} LIEELICH Ef 29 =M= E2i st HEY =
olAL|CH
=
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20 AM HwollM ST +HE e 2OE LYot ZUOZ HAMSID ALEXIL Hots 208 STY 4 ASLICHL S0 M =22
DA E 7ot BRE XFe 4= A0 Hdts =0 LX|SH= =1 H|0|E{2F FERILIC

SH Ho|X|= AME 21 HO|E{E FTl 2t T2 7t M, AT E Sof 2f3f ottt P XSS 2 3 HI0|HE 7tk
HEAgUL 2 80= ta 2L

Category: 219| =1 5! 3| the[L|Ct
Content: 21 HA|X|L|LC}.

Search Key: 21 ItM 4 g Soff MoeL|Ch

. Tag: $TE RIS HME 4 U= 24 F|YLct,
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[

Az

< 2023/07/03 13:16 ~ 2023/07/03 14:16

~ Applog (4,490,257)

Applog| |@txid| |oname | |onodeName
:EI okind | |okindMame| | onode|

~ AppStdErr (353)

AppStdErr |uname onodeName
ind| lokindName | onode

~ AppStdOut (19,439)

m iokindName | onode

« VirtualLog (20,767)

VirtualLog @| city| |age.n
priceg |ij 'okind| [onode| [age.g
[status

3

¥ 4,532,168 X3

oname

dev3679006-8091

dev3679007-8092

dev3679006-8091

dev3679007-8092

dev3679011-8095

dev3679007-8092

dev3679007-8092

dev3679007-8092

dev3679007-8092

dev3679006-8091

dev3679011-8095

dev3679006-8091

dev3679011-8095

dev3679007-8092

deva679007-8092

dev3679007-8092

dev3679006-8091

dev3679011-8095

EfgAagz
2023-07-03
13:16:00.000
2023-07-03
13:16:00.001
2023-07-03
13:16:00.002

2023-07-03
13:16:00.002
2023-07-03
13:16:00.002
2023-07-03
13:16:00.004
2023-07-03
13:16:00.005

2023-07-03
13:16:00.006
2023-07-03
13:16:00.007
2023-07-03
13:16:00.008
2023-07-03
13:16:00.008
2023-07-03
13:16:00.013
2023-07-03
13:16:00.013
2023-07-03
13:16:00.016
2023-07-03
13:16:00.017
2023-07-03
13:16:00.018
2023-07-03
13:16:00.019
2023-07-03
13:16:00.019

| F7heu 2

2
=
23 & 7|E 0| i3 20| BAIELICH

21
[@txid| -2717737560424755676 [pcode| 8 [oname| dev3679006-8091 [onodeName|node-1 [oid| 777628269 [category| ApplLog °

insert into emp values

@txid| -4707233158811724771 [peode| 8 [oname| dev3679007-8092 [onodeName| node-0 2081171570 [category| AppLlog

select ename, deptno, sal + comm from emp

@huid|-7559227993102384977 [pcode| 8 [oname| dev3679006-8091 [onodeName|node-1 [oid| 777628269 [category| Applog
[okindName| dev-okind-1 [okind| 867318026 [onode| 334634079

select distinct pp.lastname, pp.firstname

from person.person pp join humanresources.employee e

on e

(@txid] 5627186231377631605 [pcode| 8 [oname] dev3679007-8092 [onodeName| node-0 [oid] 2081171570 [category] Applog

http://127.0.0.1:8092/remote/order/kill/employee/pusan status=200

[@txid] -6614897519727834472 [pcode| 8 [oname| dev3679011-8095 [onodeName| node-1 [0id| 1840884360 [category] AppLog

select distinct pp.lastname, pp.firstname

[@tid] -959317925843459419 [pcode) 8 [oname| dev3679007-8092 [onodeName| node-0 [oid| 2081171570 [category| ApplLog
select ename, 1000 from emp

[@txid) 5627186231377631605 [pcode] 8 [oname] dev3679007-8092 [onodeName| node-0 [oid] 2081171570 [category] Applog
[okindName] dev-okind-0 [okind] 1152715164 [onode] 1693789385

update table set x=1 where key=1 elapsed=2ms

(@txid| -4707233158811724771 [pcode| 8 [oname| dev3679007-8092 [onodeName| node-0 2081171570 [category| AppLog
select ename, deptno, sal, job from emp

[@txid| 5627186231377631605 [pcode| 8 [oname| dev3679007-8092 [onodeName| node-0 [oid| 2081171570 [category| Applog
delete from posts

@txid]-7559227993102384977 [pcode] 8 [oname] dev3679006-8091 [onodeName| node-1 [oid] 777628269 [category] AppLog

select

[@txid] -6614897519727834472 [pcode| 8 [oname] dev3679011-8095 [onodeName| node-1 [oid] -1840884360 [category] AppLog
select e.ename, d.dname

[@txid) -7559227993102384977 [pcode| 8 [oname| dev3679006-8091 node-1 777628269 [category| AppLog
salect

[@txid) -6614897519727834472 [pcode| 8 [oname| deva679011-8095 [onodeName| node-1 [oid) -1840884360 [category) AppLog

select productmodelid, name

@txid] 8725913945553755591 [peode| 8 [oname| dev3679007-8092 (onodeName] node-0 [oid] 2081171570 [category) Applog

http://127.0.0.1:8092/remote/edu/save/ /dept /daejun status=200
[@ixid] 5479836888404626132 [pcode] 8 dev3679007-8092 [onodeName| node-0 [oid] 2081171570 [category] AppLog

select distinct pp.lastname, pp.firstname

@xid| -6044091401645216416 [peode| 8 [oname| dev3679007-8092 [onodeName| node-0 2081171570 [category| AppLog

http://127.0.0.1:8092/remote/account /create/unit/jeju status=200
(@txid| -7559227993102384977 [pcode| 8 [oname| dev3679006-8091 [onodeName| node-1 M??TE:ZBZ&Q category| Applog

select * from emp

[@txid] -6614897519727834472 [pcode| 8 [oname| dev3679011-8095 [onodeName| node-1 [oid] -1840884360 [category] AppLog

select productmodelid, name

Hlo|E Mt QEZRO|M Timestamp 24A &1t £[2 & & Hsts =3

M

Axotn Q) M HES Mets) CI0|ES =3 gtLct,
=

9 EfYAMIE TH| ofHO M =eld = ASLICH
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202312-18

20231218

20231218

20231218

20231218

202312418

14:31:02.563 [level| INFO [pcode] 2277 [agenttime] 1702877462042 [oid] 778873916 [category| Applog [loggerName| io.home.test logback02starter base. web. LogbackControllerGreeting

INFO log in our greeting method.
14:31:02.563| |level
io.home.test. logback@2starter.base.errors.exception.ApiException:

Please try again.

Servlet.service() for servliet [(EETEMSICIERACE] in context with path

event_status_| error [_event status_literal_name_| level

event_status_| error |__evsnl_ status_literal_name, 'I level

14:31:02.586 [level| error [peode] 2277 agenttime| 1702877462057 Lﬂ 778873916 [category] AppServer |
Servliet.service() for serviet [FFETENSITEIRAGL] in context with path

14:31:02.586 [level| error [pcode| 2277 [agenttime| 1702877462081 [oid) 778873916 [category| AppServer [

Servlet.service() for servliet [[EETEIRSISIIRA] in context with path
14:31:02.586 [level] error [pcode| 2277 [agenttime| 1702877462087 [oid] 778873916 [category] AppServer

[1 threw exception [Request processing failed:

evenl_status_| error [_event_status_literal_name_] level

[1 threw exception [Request processing failed:

evenl_status_| error [_evenl_status_literal_name_] level

Serviet.service{) for serviet [CEETERISIEAGL] in context with path

[1 threw exception [Request processing failed:

peode) 2277 [agenttime] 1702877462043 [oid] 778873916 [category] AppLog [loggerName] io home.test logback02starter base.web. LogbackControllerError [threadName] http-nic-19090-exec-2
[2204] Process failure.
14:31:02.586 [level] error [pcode] 2277 [agenttime| 1702877462043 [old) 778873916 [category] AppServer [
[1 threw exception [Request processing failed:

io.home. test. logback@2starter.base.err

io.home, test. logback@2starter.base.err

io.home. test.logback®2starter.base.err

io.home.test. logback@2starter.base.err

+ Java O|0|®E 2.2.22 HHZ 0|= 2K
THA|=HO| ZBtL|Ct.

weaving=log4j-2.17
weaving=logback-1.2.8

« ZOE2 OYEFIFE S level , type 7|IELE HEY
CRITICAL, ERROR, ) ) EXggFde 21

27 Content &Qls}7]

(D Contentt?

Content= 21 H|A|X|E 9|O|EtL|Ct.

Z£2 239 It (parsing)El 7|2t gfo|a =

J)otch » CE7| HEO| Y&

o 2AL HM HQ HM oIF 21 A

=

81

21l M0 logdj-2.17 &= logback-1.2.8 MM A| AE

H =

(=]
—_

Lch » H27| HES

SE A
=

e MYS EAIRLICH

27

9| ContentL|C}.

MEHBLH @R et 29| %

Ol w7t LFEFELICE

e

type 22 LA E 7|7t ZXH5tD

UAELICE Olo|HE

oAl Z+0| FATAL,

rolar A
ol 4

MM ContentS
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D) 2% AIZH MEHOIA AIZE H9IS XITE 4 UBLICL 22BN BEIS B Y
TEIS YT 4 AsLich TEe 1%t 22
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XIF Qs AL} TUE| Qlad &t
Io

U Fojl 22 2 & HAHE S HE EiO= A4 7], Axx, A4 o &M2
i3It (€ 24 HES Melste LE7H HBE HO|EIS @ FHM Zo|E 4 AUBLICH
© Jtol= vl
CtSat 20| 2= & ofzff 710|E UIE MISefLict.
e O
Y oname == *demo-8100* X oid !=-1009464250 X HEIS(E) Y™ = UEE 52 F7I5HM| 2. ‘n
general index
appender ta ~
g app g | @
controller tag S
d dbc tag
A
debug_point tag
d/
. driver tag [
email tag ir
I escalation tag
. I/a
exception tag
A
filename tag I/a
r host tag
ip tag |72
A
java_class tag
I/a
. key tag
level tag d/
" log_source tag
d/
loggerName tag
a
method tag d/
T key == value Zx| key!= value M2 key == value FESIX R=ET f 7tol= 27|
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2EH O

Y oid !=-1009464250 X okind == -398596773 X , content == *select* X EHEIS(E) U™ = WEE 52 FI6IHIL.

oid 1=-1009464250 && okind ==-398596773 && content == *select*

1. 7tE|1E2|E MEISIM|R. FHE| 02| X|FH0| 4K LT,

2. ZE YHEO content 7|E EO{MTV| = AMZ St= F|YEE LHSIM Q.
Of|Al, content *select*
. Q ZAMHES S2ls| 2OE Zs|otMe. FA 20 19 M Fo|erL|Ct, 122 AM Zak= (o 18t A
4, AIES U2 StEte| 71 =3|5H7| HE MEf A| 22T R34~ USLICH

ER T aPi@ O
L O
2024/01115 1445 ~ 202410115 15:45 B T colagory = fpplog X oid =x (9157872 X content b= toelectt X HUIS

categery == AppLog &5 oil == 3971 57872 &6 sontent b= *selects
~ Applog (40,326) © HM 40,3263 § 10,0007 ERMOD {48 Wik 9095 HELICH [ = 52 ¢ q

-~ [HH 40,3267 F 10,0007 ZEROM HME Hhs 9999+21YLICE

@maid @toid  appender
cortroller  debug_point  email

—={"host":"10.21.1, 133", "nethad" : "POST" " status™ : "288", "url":
otefront 20240115 14:50:30.400 refarer hiy

ttp://dev.whatap, iofyard/
peads 11 @i 307157872 (ekind 208506773
-={"hast":"10.21.1.133", 'l\ethod" UROSTY, Mstatus": " 20R", "url": "http: //dev. whatap. io/yard/

excegtion fikname hast ip
java_class key level log source

loggerName methed  namespace

I
——T | ote-front 0240115 145838499 Feferr hitps ap 1T peode 13 oid 397157872 okind 298596773
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TR (T ——{"hast":"10.21.1.133", "aethod” :"POST", "status™ :"2B8", "url":"http: / /devate. whatap. La/ya
o] ) [ | oe-front 20240115 143839250 fefefer hsa:devate. whatap o/ project/database BT/ dashioard_new (B 4277331512123683333
ssssmp Mstatus” i "2887, "url" "http: /devate. whatap, o/ya
- &= doshboard poode 13 oid 297157872 okind 398536773
AepsudEn (3223 | 238 o ZstARSLIR ', status” 'P?GNW',"ur'l":"http:ffm‘nhawﬂ-io/varu—‘
o okind okindhama | 27 OpA ZEI7FA| 27} Z35|210] ZHA0| 7HSTHL| L}, [dostbors @t 4561941189261206517 mathod GET
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AN oA

fileName:/data/whatap/logs/yard.log

response_time.n>=2945

Of| Al

exception==RuntimeExceptionexception

exception!=RuntimeException

Y  exception == UnknownHostException X
#4355
AM31ER  AMIEW o) 24 719t 744 2t ofA)
SXE IS keyword  mojg ) fleName
soEom y =0 - t: /data/whatap/logs/yard.log
- 7|: response_time.n
ZAHII/E keyword.n = SEA|Z -
" y = - 2k 2945
oflefo] 7|9 = - 7|: @txid
- - o @keyword  E#™M D . @
(AHH He| 719/E) - 2t 85459614215434144
3 =4
2428 FL
==searchValue A Za XSt 25 ZHAHBHL|C}
!=searchValue M Zr2 Nest 215 HABtL|Ct
*searchValue AM Zto2 L= 2OE ZAMSHL|C} word==*hello
searchValue* M ZYO 2 A|ZHStE 25 HMBHL|Ct word==hello*
AM Zto2 Z7to|| ZatEl 202
*searchValue* o= S0 = word==*hello*

*search*Value* Z4M ZtoZ mstE|

re: {regexr}

caller==re:
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>searchValue M ZrHCEH 2 20| Zet=l 235 X3|gfL|Ct. response time.n>3000
>=searchValue M ZHHCE 3L 22 20| Zet=El 212 X3|gtL|C}. response time.n>=3000
==searchValue M ZHHCE Zhe Zho| IEtEl 2 a2 X3St C}. response_ time.n==3000
!=searchValue M ZYHCH CHE 2o Zetel 235 X358t Ct. response time.n!=3000
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2023-09-07 @ixid | -3761935652943885420 |pcode| 5490 |oname| demo-8103 |onodeName| node-1 6332809?0 category| Applog

15:06:00.002 select distinct ename, deptno, sal

f oy
2023-09-07 [@txid] -8799764654958745204 5490 : l pnodeName| node-1 [oid] 633280970 [category] AppLog
15:06:00.002 select 84
2023-09-07 5498362167526616791 5490 | W Hy inodeName| node-0 1387800924 [category] AppLog
15:06:00.003  select o 20
2023-09-07 [@txid] 36135888906359779125 5490 [wurmeren ) warerw wwe onodeName| node-0 1387800924 [category] AppLog
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» EfglAEim

AJZh e Hag My
ELES | -+30ms | -+10ms | & | -+30s | -+10s | -#1s ] = | -+5m | —+1m | demo-8101
23

—————— ==

code] 5490 demo-8101 [onodeName| node-1 [oid] -877561626 ApplLog

a4

»  2023-09-07

» 2023-09-07
15:25:00.022

» 2023-09-07

»  2023-09-07
15:25:00.022

»  2023-09-07

15:25:00.007 select

3823483774615642623 5430 demo-8101 node-1 -877561626 AppLog

15:25:00.014 select

3991620568819529441 5490 demo-8101 node-1 -877561626 AppLog

select ename, deptno, sal + comm from emp

-8789311500480722351 5490 demo-8101 [onodeName| node-1 [oid] -877561626 ApplLog

15:25:00.022 select

3823483774615642623 5430 demo-8101 node-1 -877561626 AppLog

select productid

3823483774615642623 5490 demo-8101 node-1 -877561626 AppLog

15:25:00.029 select

> 2023-09-07 [@txid] -8789311500480722351
15:24:59.995 select distinct ename, deptno, sal, job from emp

»  2023-09-07 3991620568819529441 5490 demo-8101 node-1 -877561626 AppLog
15:24:59.998 select distinct pp.lastname, pp.firstname

> 2023-09-07 -8789311500480722351 5490 demnc-8101 node-1 [oid] -877561626 [category| AppLog
15:25:00.001 select guantity, max(price)

> 2023-09-07 [@ixid] 3991620568819529447 [pcode| 5490 [oname| demo-81071 [onodeName]| node-1 877561626 |category| ApplLog
15:25:00.007 select ename, sal=sal+10@0 from emp

> 2023-09-07 -8789311500480722351 5490 demo-8101 [onodeName] node-1 [oid] -877561626 AppLog
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< 2024/01/10 16:59 ~ 2024/01/10 17:59

~ AppLog (107,548)

g @mtid @wid appender
controller debug_point  email
exception filename host ip
java_class key level log_source
loggerName method namespace
oid okind okindMame oname
referer region responseTime.n
send_pack_countn service status
status.4xx.n  status.Sxx.n
status.success.n  status_nxx
targetPcode task

taskPool ActiveCount
task_delayedTime.n threadMame

type wri url

~ AppStdErr (2,016)

oid okind okindName

aname

~ AppStdOut (57,562)

AppStdOut  @txid oid okind

okindName oname

category == Appleg X  content == *select* X HE|E(E) Y& % AEE B2 TIi5tHa.

category == ApplLog && content ==

*select”

HM 107,548 F 100,000 EFMO HME k= 1,090 ALt BHE [ HI2E select Q o L @

--{"responseTime.n":1754,"controller":"io.whatap.server.front.web.controller.rest.call.y ,®
ardApiController#yardApiFlushPost(YardApiParamsV2, HttpSession, HttpServletResponse, Http
ServletRequest)","method" :"POST", "pcode" :"1816" ,"uri":" /yard/api/flush","status":200}—
{"type":"mxgl","pcode" 11816, "params": {"pcode" : 1816, "st ime" : 1704872974126, "et ime" : 17048735
74126, "trigger":@,"mgl" :"HEADER { mem_working_set$: \"B\" }\nCATEGORY {\"container\":6h,
\"container{m5}\":3d, \"container{h1}\":unlimit }\nTAGLOAD { backward: true }\nINJECT def
ault\nEgdNEs] (time, pcode, mem_working_set]\nGROUP { timeunit:5s, pk:\"pcode\" }\nUPDATE
{ key: \“mem_working_set\", value: sum }\nFIRST-ONLY { key: pcode }'", “param":{"Setime":1
704873574126}, "inject":{"default":"FILTER { key:containerId, value: \"431dd5f42bf@d3d9fd4
2¢144181967c9fcBebd7865aabadcab5978c146c3bcef\" }"}}, "path": "text", "authKey":""}

controller io.whatap.server front. web.controller.rest.call. Yard ApiController#yard ApiFlushPost(YardApiParamsV2, HitpSe
ssion, HttpServletResponse, HttpServletRequest)

method POST pcode 1816 level WARN oid 397157872 status_nxx status_2xx okind -398596773

uri /yard/api/flush threadName io.whatap.web.util. DebugUtil responseTime.n 1754 oname ote-front

agenttime 1704873577264 status successn 1 categery ApplLog loggerName io.whatap web.util. DebugUtil
okindMame group-front status 200
—{"responseTime.n":1754,"controller":"io,whatap.server.front.web,controller.rest.call.¥
ardApiController#yardApiF lushPost(YardApiParamsV2, HttpSession, HttpServletResponse, Http
ServletRequest)","method":"POST","pcode":"1816","uri":"/yard/api/flush","status": 200} —
{"type":"mxgl","pcode"”:1816,"params" :{"pcode" : 1816, "stime" : 1704872974126, "etime" : 17048735
74126,"trigger":@,"mql":"HEADER { mem_working_set$: \"B\" }\nCATEGORY {\"container\":6h,
\"container{m5}\":3d, \"container{h1}\":unlimit }\nTAGLOAD { backward: true M\nINJECT def
ault\nIMEH] (time, pcode, mem_working_set]\nGROUP { timeunit:S5s, pk:\"pcode\" }\nUPDATE
{ key: \"mem_working_set\", value: sum W\nFIRST-ONLY { key: pcode }'","param":{"Setime":1
704873574126}, "inject": {"default":"FILTER { key:containerId, value: \"431dd5f42bf@d3d9fd4
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select distinct pp.lastname, pp.firstname

select distinct pp.lastname, pp.firstname
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